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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a contents providing method for distributing 
enciphered contents data divided into a plurality of blocks and a plurality of licenses 
for decoding and reproducing the enciphered data included in those blocks. 
SOLUTION: Enciphered contents data 90 or 93 obtained by enciphering music data 
are composed of trial enciphered music data 91 or 94 and main enciphered music 
data 92 or 95. The enciphered music data 91 and 94 are decoded by a license key 
Kcland the enciphered music data 92 and 95 are decoded by a license key Kc2. A 
distributing server holds the enciphered contents data 90 and 93 and the license 
keys Kcl and Kc2and distributes the trial enciphered music data 91 or 94 and the 
license key Kdand the main enciphered music data 92 or 95 and the license key 
Kc2 in this order in response to a distribution request. 



[Claim(s)] 

[Claim 1]A contents supply method comprising: 

The 1st step that receives an acquisition request of enciphered content data which 
enciphered contents data. 

The 2nd step that provides said enciphered content data according to an acquisition 
request received in said 1st step. 

The 3rd step that receives a providing request of the 1st license for corresponding 

to said some of enciphered content dataand decoding said part. 

The 4th step that provides said 1st license according to a providing request 
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CLAIMS 



received in said 3rd stepThe 5th step that receives a providing request of the 2nd 
license for corresponding to other parts which do not correspond to said license of 
the 1st of said enciphered content data unlike said 1st licenseand decoding a part 
besides the aboveThe 6th step that provides said 2nd license according to a 
providing request received in said 5th stepand the 7th step that performs 
accounting to offer of the 2nd license. 

[Claim 2]The contents supply method according to claim 1 distributed from the 
server with same said enciphered content datasaid 1st licenseand said 2nd license. 
[Claim 3]The contents supply method according to claim 1 with which said 
enciphered content data and said 1st license are distributed from the 1st serverand 
said 2nd license is distributed from said 1st server and the 2nd different server. 
[Claim 4]The contents supply method according to claim 3 with which said 
enciphered content data and said 1st license are supplied to said 1st server v,a a 
recording medium. 

[Claim 5]The contents supply method according to claim 1 with which said 
enciphered content data is provided from the 1st serverand said 1st and 2nd 
licenses are distributed from said 1st server and the 2nd different server. 
[Claim 6]The contents supply method according to claim 5 with which said 
enciphered content data is supplied to said 1st server via a recording medium. 
[Claim 7]ln [ if authentication data is received with said providing request and said 
authentication data is attested in said 3rd stepprovide said 1st licenseand ] said 5th 
stepA contents supply method given in any 1 paragraph of claim 1 to claim 6 which 
provides said 2nd license if authentication data is received with said providing 
request and said authentication data is attested. 

[Claim 8]It is a data reproduction apparatus which decodes enciphered content data 
which comprises two or more blocks according to two or more licenses 
corresponding to said two or more blocksand is reproducedAn interface which 
performs an exchange with said enciphered content data and a data recorder with 
which said two or more licenses were recordedHave a final controlling element for 
inputting directionsa contents reproduction part which decodes said enc.phered 
content data according to said two or more licensesand is reproducedand a control 
sectionand said control sectionWhen encryption data contained in the n-th block (n 
is a natural number) that constitutes said enciphered content data in said contents 
reproduction part is decoded and reproduced by the n-th license corresponding to 
said n-th blockA data reproduction apparatus which acquires the n+1st licenses 
from said data recorder via said interfaceand is given to said contents reproduct.on 
part 

[Claim 9]The data reproduction apparatus comprising according to claim 8: 
The 1st license key attaching part holding the n-th license key with which said 
contents reproduction part is contained in said n-th license. 

The 2nd license key attaching part holding the n+1st license keys contained .n said 



n+1st licenses, 

A decoding part which decodes encryption data which acquires selectively said n-th 

license key and said n+1st license keys from the said 1st and 2nd license key 

attaching partsand corresponds with the acquired license key, 

A regenerating section which reproduces contents data decoded by said decoding 

part. 

[Claim 10]The data reproduction apparatus according to claim 9 which said control 
section acquires key changed information from said data recorder via said 
interfacechooses said n-th license key and said n+1st license keys based on said 
key changed informationand is given to said decoding part. 

[Claim 11]In a session which acquires each of a license of said plurality from said 
data recorderA session key generated by session key generating part which 
generates a different session keyand said session key generating part is 
receivedDecode an encryption license key with the session keyand it has further a 
license key decoding part which gives the decoded license key to the said 1st or 2nd 
license key attaching partSaid control section inputs into said data recorder a 
session key generated by said session key generating part via said interfaceThe data 
reproduction apparatus according to claim 10 which acquires an encryption license 
key enciphered by said session key from said data recorder via said interfaceand is 
given to said license key decoding part. 

[Claim 12]From a license distributing server which provides said license keyhave 
further a data transmission and reception part which performs communication for 
downloading said license keyand said control sectionWhen a license required in order 
to reproduce all of said enciphered content data is not recorded on said data 
recorderAccording to reproduction orders of said enciphered content dataonly a 
refreshable block according to said two or more licenses corresponding to said 
enciphered content data stored in said data recorderAcquire from said data recorder 
and it gives said contents reproduction partA license key corresponding to a block 
which constitutes said enciphered content data from said license distributing server 
according to acquisition directions of the new license key inputted from said final 
controlling element is received via said data transmission and reception partThe 
data reproduction apparatus according to claim 8 which records the received license 
key on said data recorder. 

[Claim 13]It is a data recorder which records two or more licenses for decoding two 
or more encryption data contained in enciphered content data and said two or more 
blocks which comprise two or more blocksA data recorder provided with a data area 
which stores license matching information which shows correspondence with a 
license area which stores said two or more licensessaid enciphered content dataand 
each of a license of said plurality and said two or more blocks which constitute said 
enciphered content data. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[0001] . 
[Field of the Invention]This invention relates to the contents supply method in the 
data distribution system which makes copyright protection to the copied information 
possiblea data reproduction apparatusand a data recorder. 
[0002] 

[Description of the Prior Art]Each user is able to access network information easily 
in recent years with the terminal for the individuals [ progress / of digital information 
communications networkssuch as the Internetetc. ] using a portable telephone etc. 
[0003]In such a digital information communications networkinformation is 
transmitted by a digital signal. Thereforeit is possible to perform a copy of 
datawithout producing most degradation of the tone quality by such a copyor image 
qualityeven when an individual user copies the music and picture image data which 
were transmittedfor example in the above information-and-telecommunications 
networks. 

[0004]Thereforeif the policy for suitable copyright protection is not taken when the 
contents data in which the right of authorssuch as music data and image dataexists 
on such a digital information communications network is transmittedthere is a 
possibility of infringing on right of an owner of a copyright remarkably. 
[0005]On the other handsupposing it cannot give top priority to the purpose of 
copyright protection and cannot distribute contents data via the digital information 
communications network to expand rapidlyit will become rather disadvantageous also 
for the owner of a copyright who can collect a fixed royalty when reproducing 
contents data fundamentally. 

[0006]If it thinks and sees here not taking the case of distribution through the above 
digital information communications networks but taking the case of the recording 
medium which recorded digital dataUsuallyabout CD (compact disk) which recorded 
the music data currently soldthe copy of the music data from CD to magneto- 
optical discs (MD etc.) can be freely performed in principleas long as the copied 
music concerned is stopped to individual use. Howeverthe individual user who 
performs digital sound recording etc. is to pay an owner of a copyright indirectly the 
constant sum of the prices for mediasuch as digital-sound-recording apparatus itself 
and MDas guarantee money. 

[0007]And when the music data which is a digital signal is copied to MD from CDlt 
has come to be unable to perform copying music information to MD of further others 
as digital data from recordable MD on the composition of apparatus in view of these 
information being the digital data which does not almost have copy degradation for 
copyright protection. 

[0008]Since distributing music data and image data to the public through a digital 



information communications network atso from such a situation is an act from which 
itself receives restriction by rights of public transmission of an owner of a 
copyrightsufficient policy for copyright protection needs to be devised. 
[0009]In this caseit is necessary for the contents data received once to prevent 
being reproduced still more freely about the contents data of music dataimage 
dataetc. which is works transmitted to the public through a digital information 
communications network. 

[0010]Thenthe data distribution system with which the distributing server holding 
the enciphered content data which enciphered contents data distributes enciphered 
content data via a terminal unit to the memory card with which terminal unitssuch 
as a portable telephonewere equipped is proposed. In this data distribution 
systemthe open encryption key and certificate of the memory card beforehand 
attested by the certificate authority are transmitted to a distributing server in the 
case of the distribution request of enciphered content dataAfter checking having 
received the certificate in which the distributing server was attestedthe license key 
for decoding enciphered content data and enciphered content data to a memory 
card is transmitted. And when distributing enciphered content data and a license 
keya distributing server and a memory card generate a different session key for 
every distributionwith the generated session keyencipher an open encryption key 
and exchange keys a distributing server and between memory cards, 
[001 1]Eventuallya distributing server transmits the license which it was enciphered 
with the open encryption key of memory card eachand was further enciphered with 
the session keyand enciphered content data to a memory card. And a memory card 
records the license and enciphered content data which were received. 
[0012]And a portable telephone is equipped with a memory card when reproducing 
the enciphered content data recorded on the memory card. A portable telephone 
also has a dedicated communication circuit for decoding the enciphered content 
data from a memory card other than the usual telephone functionand 
reproducingand outputting to the exterior. 

[001 3]Thusthe user of a portable telephone can receive enciphered content data 
from a distributing server using a portable telephoneand can reproduce the 
enciphered content data. 

[0014]In distribution of enciphered content datamusic data is divided into the 
encrypted music data for an auditionand the encrypted music data for distributionfor 
exampleFirstdistributing the music data for an auditionand distributing the encrypted 
music data for distribution and a licensewhen you wish the encrypted music data for 
distribution and distribution of a license as a result of decoding and reproducing and 
a user's trying listening the music data for an audition is performed. In such a 
casethe music data for an audition is inferior in tone quality compared with the 
music data for main partsand even if it downloads the music data for an auditionit 
spoils right of an owner of a copyright. 
[0015] 



[Problem(s) to be Solved by the Invention] Howeveralthough specification of the 
music data which it is going to purchase with the music data for an audition for a 
user is possibleit cannot check about the tone quality of the music data for 
distribution provided. There is no guarantee with same music data for an audition 
and music data for distribution. 

[0016]Such a problem is similarly produced in distribution of the contents data of 
not only music data but reading datateaching-materials dataa video dataa gameetc. 
[0017]In the contents data of reading datateaching-materials dataa gameetc.Not all 
data is purchased by packagebut when responding for every stage for every chapter 
in reading dataaccepting a user's distribution request in teaching-materials data or a 
game and distributingit originates in the distribution performed by dividing into 
multiple timesand the problem that the batch management of contents data 
becomes difficult occursfor example. 

[0018]thenthis invention is made in order to solve this problemand it comes out. The 
purpose is to provide the contents supply method which distributes two or more 
licenses for decoding and reproducing the enciphered content data divided into the 
field of **and the encryption data contained to two or more fields. 

[0019]Another purpose of this invention is to provide a refreshable data 
reproduction apparatus for the enciphered content data divided into two or more 
fields according to two or more licenses. 

[0020]Another purpose of this invention is to provide the data recorder which 
recorded the enciphered content data divided into two or more fieldsand two or 
more licenses. 
[0021] 

[Means for Solving the Problem]According to this inventiona contents supply 
method is provided with the following. 

The 1 st step that receives an acquisition request of enciphered content data which 
enciphered contents data. 

The 2nd step that provides enciphered content data according to an acquisition 
request received in the 1st step. 

The 3rd step that receives a providing request of the 1st license for corresponding 
to some enciphered content dataand decoding a part. 

The 4th step that provides the 1st license according to a providing request received 
in the 3rd stepThe 5th step that receives a providing request of the 2nd license for 
corresponding to other parts which do not correspond to a license of the 1st of 
enciphered content data unlike the 1st licenseand decoding other partsThe 6th step 
that provides the 2nd license according to a providing request received in the 5th 
stepand the 7th step that performs accounting to offer of the 2nd license. 

[0022]Preferablyenciphered content datathe 1st licenseand the 2nd license are 
distributed from the same server. 



[0023]Preferabiyenciphered content data and the 1st license are distributed from 
the 1st serverand the 2nd license is distributed from the 1st server and the 2nd 
different server. 

[0024]Preferablyenciphered content data and the 1st license are supplied to the 1st 
server via a recording medium. 

[0025]Preferablyenciphered content data is provided from the 1st serverand the 1st 
and 2nd licenses are distributed from the 1st server and the 2nd different server. 
[0026]Preferablyenciphered content data is supplied to the 1st server via a 
recording medium. 

[0027]Preferablyin the 3rd stepif authentication data is received with a providing 
request and authentication data is attestedthe 1st license is providedand in the 5th 
stepif authentication data is received with a providing request and authentication 
data is attestedthe 2nd license is provided. 

[0028]According to this inventiona data reproduction apparatuslt is a data 
reproduction apparatus which decodes enciphered content data which comprises 
two or more blocks according to two or more licenses corresponding to two or more 
blocksand is reproducedAn interface which performs an exchange with enciphered 
content data and a data recorder with which two or more licenses were 
recordedHave a final controlling element for inputting directionsa contents 
reproduction part which decodes enciphered content data according to two or more 
licensesand is reproducedand a control sectionand a control sectionWhen encryption 
data contained in the n-th block (n is a natural number) that constitutes enciphered 
content data in a contents reproduction part is decoded and reproduced by the n-th 
license corresponding to the n-th blockThe n+1st licenses are acquired from a data 
recorder via an interfaceand it gives a contents reproduction part. 
[0029]The 1st license key attaching part that holds preferably the n-th license key 
with which a contents reproduction part is contained in the n-th licenseThe 2nd 
license key attaching part holding the n+1st license keys contained in the n+1st 
licensesThe n-th license key and the n+1st license keys are selectively acquired 
from the 1st and 2nd license key attaching partsand a decoding part which decodes 
encryption data corresponding with the acquired license keyand a regenerating 
section which reproduces contents data decoded by decoding part are included. 
[0030]Preferablya control section acquires key changed information from a data 
recorder via an interfacechooses the n-th license key and the n+lst license keys 
based on key changed informationand gives them to a decoding part. 
[0031]In a session which acquires each of two or more licenses from a data recorder 
preferablyA session key generated by session key generating part which generates a 
different session keyand a session key generating part is receivedDecode an 
encryption license key with the session keyand it has further a license key decoding 
part which gives the decoded license key to the 1st or 2nd license key attaching 
partA control section inputs into a data recorder a session key generated by a 
session key generating part via an interfaceacquires an encryption license key 



enciphered by a session key from a data recorder via an interfaceand gives it to a 
license key decoding part. 

[0032]Preferablyfrom a license distributing server which provides a license keya data 
reproduction apparatus is further provided with a data transmission and reception 
part which performs communication for downloading a license keyand a control 
sectionWhen a license required in order to reproduce all of enciphered content data 
is not recorded on a data recorderAccording to reproduction orders of enciphered 
content dataonly a refreshable block according to two or more licenses 
corresponding to enciphered content data stored in a data recorderAcquire from a 
data recordergive a contents reproduction partand a license key corresponding to a 
block which constitutes enciphered content data from a license distributing server 
according to acquisition directions of the new license key inputted from a final 
controlling element is received via a data transmission and reception partThe 
received license key is recorded on a data recorder. 

[0033]According to this inventiona data recorderlt is a data recorder which records 
two or more licenses for decoding two or more encryption data contained in 
enciphered content data and two or more blocks which comprise two or more 
blockslt has a data area which stores license matching information which shows 
correspondence with a license area which stores two or more licensesenciphered 
content dataand each of two or more licenses and two or more blocks which 
constitute enciphered content data. 
[0034] 

[Embodiment of the Invention]lt explains in detailreferring to drawings for an 
embodiment of the invention. Identical codes are given to a portion same in the 
inside of a figureor considerableand the explanation is not repeated. 
[00351 Drawing 1 is a schematic diagram for explaining notionally the entire 
configuration of the data distribution system with which the data recorder by this 
invention acquires enciphered content data. 

[0036]To the memory card 110 equipped with digital music data by the user's 
portable telephone via the portable telephone network below. Or although explained 
taking the case of the composition of the data distribution system distributed to the 
memory card 110 equipped with digital music data by the card writer via the 
InternetWhen distributing the contents data as other worksfor exampleimage 
datadynamic image dataetc.this invention can be applied without being limited in 
such a caseso that it may become clear by the following explanation. 
[0037]With reference to drawing 1 the distribution career 20 relays the distribution 
request (distribution request) from a user obtained through the self portable 
telephone network to the distributing server 10. The distributing server 10 which 
manages the music data in which copyright exists. [ whether the memory card 110 
with which the portable telephone user's portable telephone 100 accessed in quest 
of data distribution was equipped has just authentication dataand ] 
Namelyauthenticating processing of whether to be the regular memory card provided 



with the contents protection feature is performeclSuch enciphered content data and 
a license are given to the cellular phone company which is the distribution career 20 
which distributes the license for decoding enciphered content data to a regular 
memory card. 

[0038]The distribution career 20 distributes enciphered content data and a license 
via a portable telephone network and the portable telephone 100 to the memory 
card 1 10 with which the portable telephone 100 which transmitted the distribution 
request through the self portable telephone network was equipped. 
[0039]In drawing l it has the composition that a portable telephone user's portable 
telephone 100 is equipped with the removable memory card 1 10for example. The 
memory card 110 receives the enciphered content data received by the portable 
telephone 100and after it decodes the encryption performed in the above-mentioned 
distributionit gives it to the music reproduction section (not shown) in the portable 
telephone 100. 

[0040]furthermore — a portable telephone user passes the head telephone 130 
grade linked to the portable telephone 100for example — such contents data — " — 
reproducing carrying out and hearing is possible. 

[0041 ]By having such composition, first, if the memory card 110 is not used, in 
response to distribution of contents data, it will become difficult composition from 
the distributing server 10 to play music. 

[0042]By and the thing for which the frequency is calculated in the distribution 
career 20 whenever it distributes the contents data for one music. If the distribution 
career 20 presupposes that the royalty generated whenever a portable telephone 
user receives contents data (download) is collected with the phonecall charges of a 
portable telephone, it will become easy for an owner of a copyright to secure a 
royalty. 

[0043]In the data distribution system shown in drawing 1 enciphered content data 
[Dc} KcAudition field {Del} Kcl to which encryption which can be decoded in license 
key Kcl was given and which is a fieldand body area {Dc2} Kc2 as which it was 
enciphered in license key Kc2 are comprisedand it is constituted as one enciphered 
content data. Thereforethe license for an audition containing license key Kcl is 
required for an auditionand the license for an audition and the license for main parts 
containing license key Kc2 are required for reproduction of the whole contents. 
[0044]The distributing server 10 distributes first the license for an audition 
containing enciphered content data {Dc} Kc and license key Kc1 to the portable 
telephone 100 via a portable telephone network And in the contents playback circuit 
(not shown) where the portable telephone 100 was equipped with the 
userEnciphered content data {Dc} If it wants for audition field {Del} Kc1 which is a 
part of Kc to be decoded by license key Kcl of the license for an auditionto listen to 
the played musicand to download these contentsAgainthe distribution request of the 
license for main parts is transmitted to the distributing server 10. And the 
distributing server 10 distributes the license for main parts which contains license 



key Kc2 according to the received distribution request to the portable telephone 100 
via a portable telephone network. 

[0045]If it does sothe contents playback circuit of the portable telephone 100 can 
reproduce all the enciphered content data {Dc} Kc(s) using license key Kc1 
contained in the license for an auditionand license key Kc2 which are contained in 
the license for main parts. 

[0046]In drawing 1 the distributing server 10 distributes the license for an audition 
containing enciphered content data {Dc} Kc and license key Kc1 to the personal 
computer 50 via Internet network 30. And the personal computer 50 receives the 
distribution request of the license for an audition which contains encrypted-music- 
data {Dc] Kc and license key Kc1 via the USB (Universal SerialBus) cable 70 and the 
card writer 80It judges by the same method as having mentioned above the 
justification of the memory card 110 with which the card writer 80 was equippedand 
the license for an audition which contains encrypted-music-data {Dc} Kc and license 
key Kc1 in a regular memory card is recorded. And the memory card 1 10 is 
extracted from the card writer 80and the portable telephone 100 is equipped with it. 
The user of the portable telephone 100 reads encrypted-music-data [Dc} Kc and 
license key Kcl from the memory card 110 with which it was equippedand it 
decodes and reproduces and he tries listening field {Del} Kc1 which can be decoded 
by license key Kc1 which is a part of encrypted-music-data {Dc} Kc. And a user 
transmits the distribution request of the license for main parts which contains 
license key Kc2 to the distributing server 10 via the portable telephone network 
30when you wish download of the license for main parts containing license key Kc2in 
order to reproduce all the encrypted-music-data {Dc} Kc(s). If it does sothe 
distributing server 10 will distribute the license for main parts containing license key 
Kc2 to the portable telephone 100 via a portable telephone networkafter checking 
again that it is a memory card with the regular memory card 110. And the portable 
telephone 100 records the license for main parts containing license key Kc2 which 
received on the memory card 110. The whole encrypted-music-data {Dc} Kc by 
which the user was recorded on the memory card 110 using the portable telephone 
100 is decoded and reproduced using license key Kc1 and license key Kc2. 
[0047]The license for an audition containing license key Kc1 for CD-ROM60 to 
decode audition field {Dd} Kc1 of enciphered content data {Dc} Kc and enciphered 
content data {Dc} Kc is recorded. The personal computer 50 reads enciphered 
content data {Dc} Kc and the license for an audition from CD-ROM60. And the 
personal computer 50 checks the justification of the memory card 1 10 with which 
the card writer 80 was equipped via the card writer 80 and USB cable 70and records 
the license for an audition which contains license key Kcl in a regular memory card. 
And the memory card 110 is extracted from the card writer 80and the portable 
telephone 100 is equipped with it. The user of the portable telephone 100 reads 
audition field {DcU Kc1 and license key Kc1 which are a part of encrypted-music- 
data {Dc) Kc from the memory card 110 with which it was equippedis decoded and 



reincarnated and tries listening a part of encrypted-music-data {Dc} Kc. And a user 
transmits the distribution request of the license for main parts which contains 
license key Kc2 to the distributing server 10 via the portable telephone network 
30when you wish download of the license for main parts containing license key Kc2. 
[0048]If it does sothe distributing server 10 will distribute the license for main parts 
containing license key Kc2 to the portable telephone 100 via a portable telephone 
networkafter checking that the memory card T 10 is a regular memory card. And the 
portable telephone 100 records license key Kc2 which received on the memory card 
1 10. A user reads encrypted-music-data {Dc} Kc [ which was recorded on the 
memory card 110 using the portable telephone 100 ]and license key Kdand license 
key Kc2and reproduces all the enciphered content data [Dc} Kc(s). 
[0049]At this timethe license for an audition currently recorded on CD-ROM60 can 
be accessed now only by the exclusive program for being recorded after being 
encipheredand recording a license on the memory card 1 10. Even if it reproduces 
the license on CD-ROM60 as it isit cannot use for reproduction of enciphered 
content data {Dc} Kc. 

[0050] Only encrypted-music-data {Dc} Kc is recorded CD-ROM60. The personal 
computer 50 reads encrypted-music-data {Dc} Kc from CD-ROM60. And the 
personal computer 50 records encrypted-music-data {Dc] Kc on the memory card 
1 10 via the card writer 80 and USB cable 70, And the memory card 1 10 is extracted 
from the card writer 80and the portable telephone 100 is equipped with it. The user 
of the portable telephone 100 demands the distribution of the license for an audition 
to encrypted-music-data {Dc} Kc recorded on the memory card 110 with which it 
was equipped of the distributing server 10 via a portable telephone network and the 
distribution career 20. 

[0051 ]In the data distribution system shown in drawing 1 enciphered content data 
{Dc} KcAudition field {Del} Kc1 to which encryption which can be decoded in license 
key Kc1 was given and which is a fieldand body area {Dc2} Kc2 as which it was 
enciphered in license key Kc2 are comprisedand it is constituted as one enciphered 
content data. Thereforethe license for an audition containing license key Kc1 is 
required for an auditionand the license for an audition and the license for main parts 
containing license key Kc2 are needed for reproduction of the whole contents. 
[0052]The distributing server 10 distributes first the license for an audition 
containing enciphered content data {Dc} Kc and license key Kc1 to the portable 
telephone 100 via a portable telephone network. And in the contents playback circuit 
(not shown) where the portable telephone 100 was equipped with the 
userEnciphered content data {Dc} If field {Del} Kc1 for an audition which is a part of 
Kc wants to listen to the music which was decoded by license key Kc1 of the 
license for an auditionand was playedand to download these contentsAgainthe 
distribution request of the license for main parts is transmitted to the distributing 
server 10. And the distributing server 10 distributes the license for main parts which 
contains license key Kc2 according to the received distribution request to the 



portable telephone 100 via a portable telephone network. 

[0053]If it does sothe contents playback circuit of the portable telephone 100 can 
reproduce all the enciphered content data [Dc} Kc(s) using license key Kc1 
contained in the license for an auditionand Kc2 which are contained in the license 
for main parts. 

[0054]Although explanation is omittedthe personal computer 50 can acquire the 
license for main parts as well as the license for an audition via Internet network 
30and it can also be made to record on the memory card 110. Encryption 
communication is used when distributing the license for an auditionor the license for 
main parts to the personal computer 50 via Internet network 30. 
[0055]Thusthe memory card 110 acquires the license for main parts containing the 
license for an audition and license key Kc2 which contain encrypted-music-data {Dc} 
Kc and license key Kc1 by various kinds of methods. 

[0056] Being needed on a systemin order to make refreshable the contents data 
enciphered and distributed in composition as shown in drawing 1 at the user side of 
a portable telephoneAre a method for distributing the license key in communication 
to the 1 stand to the further 2nd. It is the method itself which enciphers contents 
data to distributeand is the composition of realizing contents data protection for 
preventing further the unapproved copy of the contents data distributed to the 3rd 
in this way. 

[0057]In the time of distribution and generating of each reproductive session 
especially in an embodiment of the inventionThe recorder and data reproduction 
terminal (the data reproduction terminal which can reproduce contents is also called 
portable telephone.) in which the attestation and the check function to the 
movement destination of these contents data were enrtchedand un-attesting or a 
decode key was torn the following — it is the same — by preventing the output of 
the contents data to receive explains the composition which strengthens the 
copyright protection of contents data. 

[0058]In the following explanationfrom the distributing server 10via each portable 
telephone to a memory card. Or suppose that the processing which transmits 
contents data (enciphered content data and license) to a memory card via a card 
writer from a personal computer is called "distribution. 

[0059]In the data distribution system shown in drawing 1 drawing 2 is a figure 
explaining the characteristicssuch as data for the communication usedand 
information. 

[0060]Firstthe data distributed from the distributing server 10 is explained. Dc(s) are 
contents data of music data etc. Encryption which can decode the contents data Dc 
with the license key Kc is given. The contents data Dc comprises audition field Del 
and body area Dc2and is enciphered by a different encryption keyrespectively. The 
encryption which can be decoded by license key Kcl audition field Del as audition 
field {Del} Kc1 given body area Dc20ne enciphered content data {Dc} Kc is 
constituted as body area {Dc2} Kc2 to which encryption which can be decoded by 



license key Kc2 was given. The contents data Dc is certainly distributed to the 
portable telephone 100 or the personal computer 50 as enciphered enciphered 
content data (Dc] Kc. As a resultas the whole the contents data DcThe user of the 
portable telephone 100 or the personal computer 50 is supplied widely from the 
distributing server 10 as enciphered content data {Dc} Kc to which encryption which 
can be decoded with the license key Kc (Kc1 and Kc2 are comprised) was given. 
[0061 ]In the followingit shall be shown that the notation {Y} X gave encryption which 
can be decoded with the decode key X for the data Y. 

[0062]With reference to drawing 3 the format of enciphered content data (Dc) Kc 
which the information database 304 holds is explained. Enciphered content data {Dc} 
When Kc is encrypted music dataenciphered content data {Dc} Kc comprises the 
format shown in (a) of drawing 3 . The encrypted music data 90 comprises the 
audition field 91 ({Del} KcD and the body area 92 ({Dc2} Kc2). The audition field 91 
({Del} KcD can be decoded by license key Kc1. The body area 92 ({Dc2} Kc2) can be 
decoded by license key Kc2. The audition field 91 ({Del} KcD is included in the 
middle of enciphered content data {Dc} Kcand the body area 92 ({Dc2} Kc2) is 
divided into two. In this casethe encrypted music data 91 for an audition comprises 
the rust of music. Although the audition field 91 ({Del} KcD was shown as one 
continuous fieldthey may be the body area 92 ({Dc2} Kc2) and a field similarly divided 
by the body area 92 ({Dc2} Kc2). 

[0063] Enciphered content data {Dc} Kc may comprise the format shown in (b) of 
drawing 3 . The encrypted music data 93 comprises the encrypted music data 94 for 
an auditionand the encrypted music data 95 for main parts. The encrypted music 
data 94 for an audition can be decoded by license key Kc1. The encrypted music 
data 95 for main parts can be decoded by license key Kc2. The encrypted music 
data 94 for an audition is contained in the beginning of enciphered content data {Dc} 
Kc. In this casethe encrypted music data 94 for an audition comprises the intro of 
music. 

[0064]With reference to drawing 4 generation of enciphered content data {Dc} Kc84 
is explained. It divides into block BLK1 which has the fixed length of the M byte 
which is the minimum encryption unit about source data Dc81 which is contents 
data of a plaintextBLK2.„BLKkand the block data 82 is generated (k is a natural 
number). When final block BLKk is less than a M bytedummy data without a meaning 
is added to a data endand the block of a M byte is constituted (slash part). And each 
of block BLK1 BLK2...BLKk is enciphered separatelyand the encryption data 83 is 
generated. At this timeit is determined whether it is made to correspond to any of 
license key Kc1 and Kc2 for every block. Correspondence with a license key and a 
block is recorded as license key matching information in additional information Dc- 
inf. Thena header is added to each of block BLK1 BLK2...BLKkand enciphered 
content data [Dc] Kc84 is generated. That isblock BLK1 comprises the header 841 
and the encryption data 842block BLK2 comprises the header 843 and the 
encryption data 844and the block BLKk comprises the header 845 and the 



encryption data 846. The header 841843845 is N byte's data and the scramble flag 
which shows whether the block is an encryption block or it is a non-enciphering 
block is recorded. That isthe header 841843845 contains "0" which shows that it is 
"1" or the non-enciphering block which shows that it is an encryption block. 
Thereforethe enciphered content data which drawing 3 shows comprises the data 
format shown in drawing 4 and an audition field and a body area are constituted by 
two or more blocks not overlapping. 

[0065]Againwith reference to drawing 2 additional information Dc-inf as plaintext 
informationincluding the license key matching information over enciphered content 
datathe information about the copyright of contents dataor server access pertinent 
informations distributed with enciphered content data from the distributing server 
10. License ID which is the management codes for specifying license key Kcthe 
license key from the distributing server 10etc. as a license The distributing server 
10It is exchanged between the portable telephone 100 or the personal computer 
50and is recorded on the memory card 110 with the license key Kci. The content ID 
which is a code for identifying the contents data Dc as a license. Are generated 
based on the license terms of purchase AC included the informationincluding the 
kind of licensefunctional limitationetc.determined by the specification from the user 
side. The reproduction control information ACp etc. which are the access control 
information ACrn which is information about the restriction to access of the license 
in a recorder (memory card)and the control information about the reproduction in a 
data reproduction terminal exist. The access control information ACm is control 
information which is in charge of outputting the license or license key from a 
memory card outsideandspecificallythere are the number of times (number which 
outputs a license key for reproduction) of refreshablelimitation information about 
movement and the duplicate of a licenseetc. In order to reproduce the reproduction 
control information ACpafter a contents playback circuit receives a license keyit is 
the information which restricts reproduction and a reproduction termreproduction 
speed change restrictionsreproduction range specification (partial (icense)etc. occur, 
[0066]Henceforthsuppose that content IDthe license key Kci (i= 12)license IDthe 
access control information ACmand the reproduction control information ACp are 
combinedand it is named a license generically. The license containing license key 
Kc1 is a license for an auditionand the license containing license key Kc2 is a 
license for main parts. 

[0067]the reproduction frequency (Oireproduction improper.) which is the control 
information to which the access control information ACm restricts reproduction 
frequency henceforth for simplification having the number of times of 1 - 
254:refreshableand no 255:restrictionsand movement / duplicate flag (1:move 
duplicate improper.) which restricts movement and the duplicate of a license 2: 
Using only movement as the dyadic eye of good and 3:move duplication 
prohibitionthe reproduction control information ACp shall restrict only the 
reproduction term (UTCtime code) which is the control information which specifies a 



refreshable term. 

[0068] Drawing 5 is a figure explaining the characteristicssuch as data for the 
attestation used in the data distribution system shown in drawing l and information. 
[0069]The open encryption keys KPpy and KPmw peculiar to a contents playback 
circuit and a memory card are formedrespectivelyThe open encryption keys KPpy 
and KPmw can be decodedrespectively with the secret decode key Kpy peculiar to a 
contents playback circuitand the secret decode key Kmw peculiar to a memory card. 
These public presentation encryption key and a secret decode key have a contents 
playback circuit and a different value for every kind of memory card. These open 
encryption keys and secret decode keys are named genericallya class key is 
calledand the unit which shares a class public presentation encryption key for these 
open encryption keysand shares a class secret decode key and a class key for a 
secret decode key is called a class. A class changes with the kind of a 
manufacturing company or productlots at the time of manufactureetc. 
[0070]Cpy is provided as a class certificate of a contents playback circuit (a 
portable telephonea reproduction terminaOand Cmw is provided as a class certificate 
of a memory card. These class certificates have a contents playback circuit and 
different information for every class of a memory card. The Tampa-proof module is 
tornor the code with a class key was brokennamelyto the class which the secret 
decode key revealedit is listed by prohibition class lists and is the prohibition target 
of license acquisition. 

[0071]The class public presentation encryption key and class certificate of these 
contents playback circuitsAuthentication data {KPpy//CpyJ In the form of KPathe 
class public presentation encryption key and class certificate of a memory card are 
recorded [ in the form of authentication data {KPmw//Cmw) KPa ] on a data 
reproduction circuit and a memory cardrespectively at the time of shipment. 
Although it will explain to details laterKPa is an open authentication key common to 
the whole distribution system. 

[0072]The secret decode key Kmcx peculiar to each which can decode the data 
enciphered as a key for managing data processing in the memory card 110 with the 
open encryption key KPmcx set up for every medium and the open encryption key 
KPmcx which are called a memory card exists. An individual open encryption key and 
secret decode key are named generically for every memory card of thisan individual 
key is caltedthe open encryption key KPmcx is called an individual public 
presentation encryption keyand the secret decode key Kmcx is called an individual 
secret decode key. 

[0073]As an encryption key for the maintenance of secret in the data transfer in the 
data transfer between the outside of a memory cardand a memory cardWhenever 
distribution of contents data and reproduction are performedthe distributing server 
10the portable telephone 100and the common keys Ks1-Ks3 generated in the 
memory card 1 10 are used. 

[0074]herethe common keys Ks1-Ks3 are a unit of communication between a 



distributing servera contents playback circuitor a memory cardor a unit of access — 
"__ lt De i n g a peculiar common key by which it is generated in every 
session"andSuppose that these common keys Ks1-Ks3 are also called a "session 
key" to below. 

[0O75]These session keys Ks1-Ks3 are managed with a distributing servera contents 
playback circuitand a memory card by having a peculiar value for every session. 
Specificallysession key Ksl is generated for every distribution session by a 
distributing server. Session key Ks2 is generated for every distribution session and 
reproduction session with a memory cardand session key Ks3 is generated for every 
reproduction session in a contents playback circuit. In each sessionthe security 
intensity in a session can be raised by delivering and receiving these session 
keysand transmitting a license key etc. in response to the session key generated by 
other apparatusafter performing encryption by this session key. 
[0076]In communication between the personal computer 50 and the memory card 
1 10 via the card writer 80 and USB cable 70Reading ****** is [ function / of the 
distributing server 10 and the portable telephone 100 ] good for the card writer 80 
and USB cable 70 in the personal computer 50 in ****** and the memory card 
interface 1200. 

r0077l Drawing 6 is a schematic block diagram showing the composition of the 
distributing server 10 shown in drawing 1 . The distributing server 10 is provided with 
the following. 

The information database 304 for holding delivery information which enciphered 
contents data according to the prescribed methodsuch as data and content ID. 
The charge database 302 for holding the accounting information which followed the 
access start to contents data for every user of a portable telephone. 
The menu database 307 holding the menu of the contents data held at the 
information database 304. 

The distribution recording data base 308 holding the log about distribution of 
transaction ID etc. which specify distribution of contents dataa license keyetc. for 
every distribution of a licenseThe data processing part 310 for receiving the data 
from the information database 304the charge database 302the menu database 
307and the distribution recording data base 308 via bus BSIand performing 
predetermined processingThe communication apparatus 350 for performing data 
transfer between the distribution career 20 and the data processing part 310 via a 
communications network. 

[0078] Enciphered content data {Dc} When Kc is reading datateaching-materials 
dataor data of game softwareenciphered content data {Dc} Kc comprises the format 
shown in (c) of drawing 1 3 . The enciphered content data 96 comprises two or more 
fields 961-967. Each fields 961-967 can be decoded by license key 
Kc1 Kc2Kc3Kc4Kc5Kc6and Irrespectively. 

[0079]Enciphered content data {Dc} When it is the video data on which Kc tried like 



the already explained music data and which it equipped with the field 
[ like Enciphered content data [Dc} Kc comprises the format shown in (d) of drawing 
13. The encryption data 97 comprises the field 971 for attachmentand the field 972 
for main parts. The field 971 for attachment can be decoded by license key Kc1. The 
field 972 for main parts can be decoded by license key Kc2. The field 971 for 
attachment comprises the subtitle of video or a game. About decoding of the 
enciphered content data 96 and 97the contents playback circuit 1550 shown in 
drawing 7 is acceptable. In this casethe music reproduction section 1520 is 
transposed to the regenerative circuit which suited each contents. 
[0080]The data processing part 310 is provided with the following. 
The distribution control part 315 for controlling operation of the data processing 
part 310 according to the data on bus BS1. 

The session key generating part 316 for being controlled by the distribution control 
part 315 and generating session key Ks1 at the time of a distribution session. 
The authentication key attaching part 313 holding two kinds of open authentication 
keys KPa for decoding authentication data (KPmw//Cmw] KPa for the attestation 
sent from the memory card. 

Authentication data {KPmw//Cmw} KPa for the attestation sent from the memory 
card is received via communication apparatus 350 and bus BSIThe decoding 
processing section 312 which performs decoding processing with the open 
authentication key KPa from the authentication key attaching part 313Session key 
Ks1 generated from the session key generating part 316 which generates session 
key Ksland the session key generating part 316 is enciphered using the class public 
presentation encryption key KPmw obtained by the decoding processing section 312 
for every distribution sessionThe enciphering processing part 318 for outputting to 
bus BSIand the decoding processing section 320 which performs decoding 
processing in response to the data transmitted after being enciphered by session 
key Ks1 from bus BS1. 

[0081]The data processing part 310 is provided with the following. 
The enciphering processing part 326 for enciphering the license key Kc and the 
access control information ACm which are given from the distribution control part 
315 with the individual public presentation encryption key KPmcx for every memory 
card obtained by the decoding processing section 320. 

The enciphering processing part 328 for enciphering further and outputting the 
output of the enciphering processing part 326 to bus BS1 by session key Ks2 to 
which it is given from the decoding processing section 320. 

[O082]The operation in the distribution session of the distributing server 10 will be 
later explained in detail using a flow chart. 

[Q083] Drawing 7 is a schematic block diagram for explaining the composition of the 
portable telephone 100 shown in drawing 1 . 



[0084]The portable telephone 100 is provided with the following. 
Bus BS2 for performing data transfer of each part of the portable telephone 100. 
The antenna 1 101 for receiving the signal by which wireless transfer is carried out 
with a portable telephone network. 

The transmission and reception section 1 102 for changing into a baseband signal in 
response to the signal from an antennaor modulating the data from a portable 
telephoneand giving the antenna 1101. 

[0085]The portable telephone 100 is provided with the following. 

The microphone 1 103 for incorporating the voice data of the user of the portable 

telephone 100. 

A/D converter 1104 which changes the voice data from the microphone 1103 into a 
digital signal from an analog signal. 

The audio coding section 1 105 which modulates the voice data from A/D converter 
1104 to a prescribed method. 

[0086]The cellular-phone machine 100 is provided with the following. 
The sound reproduction section 1106 which reproduces the voice data of the user 
of other portable telephones who received via the antenna 1 101 and the 
transmission and reception section 1102. 

DA converter 1 107 which changes the data from the sound reproduction section 
1106 into an analog signal from a digital signal. 

The loudspeaker 1 108 which outputs the voice data from DA converter 1 107 to the 
exterior. 

[0087]The portable telephone 100 is provided with the following. 

The controller 1 109 for controlling operation of the portable telephone 100 via bus 

BS2. 

The navigational panel 1 1 1 1 for giving the directions from the outside to the portable 
telephone 100. 

The display panel 11 10 for giving a user the information outputted from controller 
1 109 grade as vision information. 

[0088]The portable telephone 100 is provided with the following. 

The removable memory card 1 10 for memorizing the contents data (music data) 

from the distributing server lOand performing decoding processing. 

The memory card interface 1200 for controlling transfer of the data between the 

memory card 1 10 and bus BS2. 

[0089]The portable telephone 100 contains the authentication data attaching part 
1500 holding authentication data [KPp1//CpH KPa enciphered in the state where 
the justification can be further attested by decoding class public presentation 



encryption key KPp1 and class certificate Cp1 with the open authentication key KPa. 
Herethe class y of the reproduction terminal 102 presupposes that it is y= 1. 
[0090]The portable telephone 100 is provided with the following. 
The Kp1 attaching part 1502 holding Kp1 which is a decode key peculiar to a class. 
The decoding processing section 1504 which obtains session key Ks2 which decoded 
the data which received from bus BS2 by Kpland was generated by the memory 
card 110. 

[0091]The portable telephone 100 furtherThe session key generating part 1508 
which generates session key Ks3 for enciphering the data which sets and is carried 
out on bus BS2 between the memory cards 110 in the reproduction session which 
reproduces the contents data memorized by the memory card 110 with a random 
number etc.In the reproduction session of enciphered content datait is the license 
key Kc (Kc1 and Kc2 are comprised.) from the memory card 1 10, It is below the 
sameand when receiving the reproduction control information ACpsession key Ks3 
generated by the session key generating part 1508 is enciphered by session key Ks2 
obtained by the decoding processing section 1504and the enciphering processing 
part 1506 outputted to bus BS2 is included. 
[0092]The portable telephone 100 is provided with the following. 
The decoding processing section 1510 which decodes the data on bus BS2 by 
session key Ks3and outputs the license key Kc and the reproduction control 
information ACp. 

Kceither one of license key Kc1 outputted from the decoding processing section 
1510 or 2 is outputted to the Kc attaching part 1514 via the terminal 1512 with the 
directions from the controller 1109The terminal 1513 is passed and license key Kc1 
and Kc2 are the switches 1511 which output another side to the Kc attaching part 
1515 either. 

[0093]The portable telephone 100 is provided with the following. 

The Kc attaching part 1514 holding Kceither license key Kcl inputted from the 

terminal 1512 or 2. 

The Kc attaching part 1515 which holds license key Kc2 when the different license 
key 1514 from the license key which the Kc attaching part 1514 inputted from the 
terminal 1513 holdsi.e.Kc attaching partholds license key Kc1. 

[0094]The portable telephone 100 includes the switch 1518 which chooses further 
any one of two license key Kc1 held at the Kc attaching part 1514 or the Kc 
attaching part 1515and the Kc2and is outputted to the decoding processing section 
1519. The switch 1518 is provided with the following. 

The terminal 1516 which receives the license key from the Kc attaching part 1514. 
The terminal 1517 which receives the license key from the Kc attaching part 1515. 
With the directions from the controller 1 109the switch 1518 chooses the terminal 



1516 or the terminal 1517and outputs license key Kc1 or license key Kc2 to the 
decoding processing section 1519. 

[0095]The portable telephone 100 contains the decoding processing section 1519 
which decodes enciphered content data [Dc] Kc further with the license key Kc1 or 
Kc2 inputted from the switch 1518 in response to enciphered content data {Dc} Kc 
from bus BS2. When only the license for an audition is being recorded on the 
memory card 110it is accepted audition field tDc1} Kc1 in which decoding 
reproduction is possibleand is refreshable at license key Kc1. 
[0096]The portable telephone 100 is provided with the following. 
The music reproduction section 1520 for reproducing contents data in response to 
the output from the decoding processing section 1519. 

DA converter 1521 which changes the output of the music reproduction section 
1520 into an analog signal from a digital signal. 

The terminal 1522 for outputting the output of DA converter 1521 to external output 
devices (graphic display abbreviation)such as a head telephone. 

[0097]In drawing 7 the field enclosed with a dotted line constitutes the contents 
playback circuit 1550 which decodes enciphered content data and reproduces music 
data. 

[0098]The operation in each session of each component part of the portable 
telephone 100 will be later explained in detail using a flow chart. 
f0099] Drawing 8 is a schematic block diagram for explaining the composition of the 
memory card 110 shown in drawing 1 . 

[0100]As already explainedas the class public presentation encryption key and class 
secret decode key of a memory cardKPmw and Kmw are provided and the class 
certificate Cmw of a memory card is formedbut it shall be expressed with the 
natural number w= 3 in the memory card 110. The natural number x which identifies 
a memory card shall be expressed with x= 4. 

[0101]Thereforethe memory card 110 is provided with the following. 
Authentication data {KPm3//Cm3}. Authentication data attaching part 1400 holding 
KPa 

The Kmc attaching part 1402 holding individual secret decode key Kmc4 which is a 

peculiar decode key set up for every memory card. 

The Km attaching part 1421 holding class secret decode key Km3. 

The KPmc attaching part 1416 holding open encryption key KPmc4 which can be 

decoded by individual secret decode key Kmc4. 

[0102]Thusby forming the encryption key of a recorder called a memory cardit 
becomes possible to perform management of the distributed contents data or the 
enciphered license key per memory card so that it may become clear in the following 
explanation. 

[0103]The memory card 1 10 is provided with the following. 



The interface 1424 which delivers and receives a signal via the terminal 1426 

between the memory card interfaces 1 200. 

Bus BS4 which exchanges a signal between the interfaces 1424. 

The decoding processing section 1422 which outputs session key Ks1 which the 

distributing server 10 generated in the distribution session from the data given to 

bus BS4 from the interface 1424 from the Km attaching part 1421 in response to 

the fact that class secret decode key Km3 to contact Pa. 

Perform decoding processing by the open authentication key KPa from the data 
given to bus BS4 in response to the open authentication key KPa from the KPa 
attaching part 1414and a decoding result and the obtained class certificate for the 
controller 1420. The decoding processing section 1408 which outputs the obtained 
class public key to the enciphering processing part 1410and the enciphering 
processing part 1406 which enciphers the data selectively given by the change-over 
switch 1446and is outputted to bus BS4 with the key selectively given by the 
change-over switch 1442. 

[0104]The memory card 1 10 is provided with the following. 

Distribution and the session key generating part 1418 which generates session key 
Ks2 in each reproductive session. 

The enciphering processing part 1410 which enciphers session key Ks2 which the 
session key generating part 1418 outputted with the class public presentation 
encryption keys KPpy and KPmw obtained by the decoding processing section 
1 408and is sent out to bus BS4. 

The decoding processing section 1412 decoded by session key Ks2 obtained from 
the session key generating part 1418 in response to the data enciphered by session 
key Ks2 from bus BS4. 

The cipher-processing part 141 7 which enciphers the license key Kc and the 
reproduction control information ACp which were read from the memory 1415 in the 
reproduction session of enciphered content data with the individual public 
presentation encryption key KPmcx of other memory cards 1 10 decoded by the 
decoding processing section 1412 (x!=4). 

[0105]The decoding processing section 1404 for the memory card 1 10 to decode the 
data on bus BS4 further by individual public presentation encryption key KPmc4 and 
individual secret decode key Kmc4 of the memory card 110 which make a 
pairEnciphered content data {Dc} The memory 1415 for storing in response to Kcthe 
license (KcACpACmlicense IDcontent ID) for reproducing enciphered content data 
(Dc} Kcand additional information Dc-inf from bus BS4 is included. The memory 1415 
is constituted by semiconductor memoryfor example. The memory 1415 comprises 
the license area 1415A and the data area 1415B. The license area 1415A is a field 
for recording a license. The data area 1415B is a field for recording enciphered 
content data {Dc] Kc and additional information Dc-inf of enciphered content data. It 



is accessible from the outside in the data area 1415B. 

[0106]Furtherthe memory card 1 10 performs data transfer between the exteriors via 
bus BS4and contains the controller 1420 for controlling operation of the memory 
card 110 in response to reproduction information etc. between bus BS4. 
[0107]The (icense area 1415A is constituted by the Tampa-proof module field. The 
license area 1415A and the data area 141 5B do not need to be constituted in the 
one memory 141 Sand may be constituted independentlyrespectively. The memory 
1415 may be a field only for a license without the data area 1415B. 
[0108]Hereafteroperation of each session in the data distribution system shown in 
drawing 1 is explained. 

[0109][Distribution for an audition] the distributing server 10 shown in drawing I The 
operation which distributes the license for an audition which contains encrypted- 
music-data (Dc} Kc and license key Kc1 in the memory card 1 10 with which the 
portable telephone 100 was equipped via the portable telephone networkand the 
license for main parts containing license key Kc2 is explained. Drawing 9 is a flow 
chart of the license for an audition containing encrypted-music-data {Dc} Kc [ from 
the distributing server 10 to the memory card 1 10 ]and license key Kcl and license 
Kdand Kc2 which shows operation by the whole distribution. The portable 
telephone 100 transmits the distribution request of the license for an audition which 
contains encrypted-music-data [Dc} Kc and license key Kc1 to the distributing 
server 10 via a portable telephone network according to directions of the user of the 
portable telephone 100Encrypted music data {Dc} from the distributing server 10 Kc 
and the license for an audition are received. And the portable telephone 100 records 
the license for an audition containing encrypted-music-data {Dc} Kc and license key 
Kc1 which received on the memory card 1 10 (Step S10). Thenthe portable telephone 
100 reads audition field {Del} Kc1 and license key Kcl which are a part of 
encrypted-music-data (Dc] Kc from the memory card 1 10 according to the audition 
directions from a userEncrypted-music-data {Del} Kc1 which can be decoded by 
license key Kct contained in the license for an audition in the contents playback 
circuit 1550 is decoded and reproduced. And a user tries listening the reproduced 
music data via the head telephone 130 (Step S20), 

[01 10] A user inputs into the portable telephone 100 the download request of the 
license for main parts containing license key Kc2when you wish the purchase of the 
music data which it tried listening. If it does sothe portable telephone 100 will 
transmit the distribution request of the license for main parts which contains license 
key Kc2 via a portable telephone network to the distributing server 10The license 
for main parts which contains license key Kc2 from the distributing server 10 is 
receivedand the license for main parts containing the license key Kc2 which 
received is recorded on the memory card 1 10 (Step S30). Thenthe portable 
telephone 100 reads encrypted-music-data {Dc} Kc and two license key Kc1 and 
Kc2 from the memory card 1 10 according to a user's reproduction requestln the 
contents playback circuit 1 550encrypted-music-data [Dc} Kc is decoded and 



reproduced using license key Kc1 and license key Kc2 which suited each field of 
enciphered content data {Dc} Kc. 

[01 1 1]Hereafterthe details of Step S10S20and S30 are explained. Drawing 10 and 
drawing 1 1 are the flow charts for explaining detailed operation of the message 
distribution processing of the license in Step S10 and Step S30 of drawing 9 . 
Firstthe details of Step S10 which downloads the license for an audition and 
enciphered content data {Dc} Kc from the distributing server 10 are explained. 
[0112]Before the processing in drawing IQ the user of the portable telephone 100 
connects via a telephone network to the distributing server 10and is premised on 
having acquired the content ID to the contents which wish to purchaseand having 
determined the kind of license to need. The license key Kci (i= 12) in a flow chart is 
a license key of either Kc1 or Kc2and since it aims at acquisition of the license for 
an audition which contains license key Kc1 in this caseit is i= 1, Distribution of i= 1 
and the license for a reading **** audition is explained for i of the license key Kci in 
drawing 10 and drawing 1 1 , 

[0113]With reference to drawing 10 the distribution request by specification of 
content ID is made via the navigational panel 1111 from the user of the portable 
telephone 100 (Step S100). And the terms of purchase AC for purchasing license 
Kcof encrypted-music-data {Del} Kc1 for auditionl via the navigational panel 1111 
are inputted (Step S102). That isit is directed whether as conditions for downloading 
the license key Kci which decodes selected encrypted-music-data {Dc} Kcare 
license key Kc1 and it is license key Kc2i.e.the license for an auditionand whether it 
is the license for main parts. In the license for main partsthe conditions for setting 
up the access control information ACm of enciphered content data and the 
reproduction control information ACp are inputted as the license terms of purchase 
AC. 

[01 14]If the terms of purchase AC of enciphered content data are inputtedthe 
controller 1 109 will give the output instruction of authentication data to the memory 
card 1 10 via bus BS2 and the memory card interface 1200 (Step S104). The 
controller 1420 of the memory card 110 receives the Request to Send of 
authentication data via the terminal 1426the interface 1424and bus BS4 (Step S106). 
And the controller 1420 reads authentication data {KPm3//Cm3} KPa from the 
authentication data attaching part 1400 via bus BS4and outputs {KPm3//Cm3} KPa 
via bus BS4the interface 1424and the terminal 1426 (Step S108). 
[0115]In addition to authentication data {KPm3//Cm3} KPa from the memory card 
110the controller 1 109 of the portable telephone 100 transmits the data AC and the 
distribution request of content ID and license terms of purchase to the distributing 
server 10 (Step S1 10). 

[0116]In the distributing server 10the distribution request from the portable 
telephone 100content IDAuthentication data {KPm3//Cm3} The data AC of KPa and 
license terms of purchase is received (Step S1 12)and decoding processing is 
performed for the authentication data outputted from the memory card 1 10 in the 



decoding processing section 312 with the open authentication key KPa (Step S114). 
[0117]Authenticating processing which judges whether the distribution control part 
315 received the authentication data enciphered for proving the justification in a 
regular organization from the decoding processing result in the decoding processing 
section 312 is performed (Step S116). When it is judged that it is just authentication 
datathe distribution control part 315 recognizes and receives class public 
presentation encryption key KPm3 and class certificate Cm3. And it shifts to the 
next processing (Step S118). In not being just authentication datait is considered as 
non approvaland it ends a distribution session without receiving class public 
presentation encryption key KPm3 and class certificate Cm3 (Step S164X 
[01 18]If it is checked that it is access from the portable telephone which equipped 
with the memory card with just authentication data as a result of attestationin the 
distributing server 10the session key generating part 316 will generate session key 
Ks1 for distribution (Step S1 18). Session key Ks1 is enciphered by the enciphering 
processing part 318 by class public presentation encryption key KPm3 
corresponding to the memory card 110 obtained by the decoding processing section 
312 (Step S 120). 

[0119]The distribution control part 315 generates license ID (Step S122)and license 
ID and session key Ks1 which were enciphered are outputted outside via bus BS1 
and the communication apparatus 350 as license ID//{Ks1] Km3 (Step S124). 
[01 20]If the portable telephone 100 receives license ID//{Ks1} Km3the controller 
1109 will input license ID//{Ks1} Km3 into the memory card 110 (Step S126X If it 
does soin the memory card 110the controller 1420 will receive license ID//{Ks1} 
Km3 via the terminal 1426 and the interface 1424 (Step S128). And give the 
controller 1420 to the decoding processing section 1422 via bus BS4and {Ks1} Km3 
the decoding processing section 1422By carrying out decoding processing by class 
secret decode key Km3 [ peculiar to the memory card 110 held at the attaching part 
1421 ]session key Ks1 is decoded and session key Ks1 is received (Step S132). 
[0121]The controller 1420 directs generation of session key Ks2 generated in the 
memory card 1 10 to the session key generating part 1418 at the time of distribution 
operationif acceptance of session key Ks1 generated with the distributing server 10 
is checked. And the session key generating part 1418 generates session key Ks2 
(Step S134). 

[0122]The enciphering processing part 1406 by session key Ks1 given from the 
decoding processing section 1422 via contact Pa of the change-over switch 1442. 
Session key Ks2 given by switching the point of contact of the change-over switch 
1446 one by one and individual public presentation encryption key KPmc4 are 
enciphered as one data rowand {Ks2//KPmc4} Ksl is outputted to bus BS4. 
Encryption data {Ks2//KPmc4} Ks1 outputted to bus BS4 is outputted to the 
portable telephone 100 via the interface 1424 and the terminal 1426 from bus BS4 
(Step S138)and it is transmitted to the distributing server 10 from the portable 
telephone 100 (Step S140). 



[0123]With reference to drawing 1 1 the distributing server 10 receives {Ks2//KPmc4} 
Kslln the decoding processing section 320decoding processing by session key Ks1 
is performedand session key Ks2 generated with the memory card 1 10 and open 
encryption key KPmc4 [ peculiar to the memory card 110] are received (Step S142). 
[0124]The distribution control part 315 acquires license key Kc1 from the 
information database 304 according to the content ID and the terms of purchase AC 
which were acquired at Step S112 (Step S1 44)According to the data AC of the 
license terms of purchase acquired at Step S1 12the access control information 
ACm and the reproduction control information ACp are determined (Step S146). 
[0125]The distribution control part 315 gives the generated licensei.e.license 
IDcontent IDIicense key Kcthe reproduction control information ACpand the access 
control information ACm to the enciphering processing part 326. By open encryption 
key KPmc4 [ peculiar to the memory card 1 10 obtained by the decoding processing 
section 320 ]the enciphering processing part 326 enciphers a license and generates 
encryption data [license ID// content ID//Kc1//ACm//ACp} Kmc4 (Step S148). 
And the enciphering processing part 328 encryption data {license ID// content 
ID//Kc1//ACm//ACp] Kmc4 from the enciphering processing part 326It enciphers 
by session key Ks2 from the decoding processing section 320and encryption data 
{{license ID// content ID//Kc1//ACm//ACp} Kmc4} Ks2 is outputted. The 
distribution control part 315 transmits encryption data {{license ID// content 
ID//Kc1//ACm//ACp} Kmc4} Ks2 to the portable telephone 100 via bus BS1 and 
the communication apparatus 350 (Step S150). 

[0126]The portable telephone 100 receives encryption data {{license ID// content 
ID//Kc1//ACm//ACp] Kmc4} Ks2 transmittedand inputs it into the memory card 
1 10 via bus BS2 (Step S152X In the memory card 1 10the received data given to bus 
BS4 are decoded by the decoding processing section 1412 via the terminal 1426 and 
the interface 1424. The decoding processing section 1412 decodes the received 
data of bus BS4 using session key Ks2 given from the session key generating part 
1418and outputs them to bus BS4 (Step SI 54). 

[0127]ln this stageencryption license {license ID// content ID//Kc1//ACm//ACp) 
Kmc4] which can be decoded by secret decode key Kmc4 held at the Kmc attaching 
part 1402 is outputted to bus BS4 (Step S154X 

[0128]With directions of the controller 1 420encryption license {license ID// content 
ID//Kc1//ACm//ACp} Kmc4In the decoding processing section 1404it is decoded 
by individual secret decode key Kmc4and a license (license key Kc1 license 
IDcontent IDthe access control information ACmand reproduction control 
information ACp) is received (Step S156). 

[01 29]If it does sothe controller 1420 of the memory card 1 10 stores the received 
license (license IDcontent IDIicense key Kdthe access control information ACmand 
reproduction control information ACp) in the license area 1415A (Step S160). And 
accounting is performed in the distributing server 10. That isthe distribution control 
part 315 records accounting information on the charge database 302 (Step S162X 



The charging cost to distribution of the license for an audition in this case is lower 
than the charging cost to distribution of the license for main parts mentioned later. 
And distribution operation of a license is ended (Step S164). 
[0130]Enciphered content data (Dc} about Kc. Since it is mere download 
processingdo not explain to detailsbut after distribution operation of the license for 
an audition is completedthe controller 1 109 of the portable telephone 
lOOTransmitting the distribution request of enciphered content data to the 
distributing server lOthe distributing server 10 receives the distribution request of 
enciphered content data. And from the information database 304the distribution 
control part 315 of the distributing server 10 acquires enciphered content data (Dc) 
Kc and additional information Dc-infand outputs these data via bus BS1 and the 
communication apparatus 350. 

[0131]The portable telephone 100 receives {Dc} Kc//Dc-infand receives enciphered 
content data {Dc} Kc and additional information Dc-inf. If it does sothe controller 
1106 will input enciphered content data {Dc) Kc and additional information Dc-inf 
into the memory card 110 via bus BS2 and the memory card interface 1200. The 
controller 1420 of the memory card 110 records enciphered content data {Dc} Kc 
and additional information Dc-inf which were received on the data area 1415B of the 
memory 1415. The license for changing the license key in which it is shown which 
block should be decoded with which license key among enciphered content data {Dc} 
Kc(s)and the matching information of a block are included in additional information 
Dc-inf. 

[0132]Thusin distribution of a licenseThe memory card 110 with which the portable 
telephone 100 was equipped is apparatus holding regular authentication dataAfter 
checking that open encryption key KPm3 which has enciphered and transmitted with 
class certificate Cm3 is effective simultaneouslycontents data can be distributedand 
distribution of the contents data to an inaccurate memory card can be forbidden. 
[0133]By exchanging the encryption key generated with a distributing server and a 
memory cardrespectivelyperforming encryption using the encryption key which each 
receivedand transmitting the encryption data to the other partyDe facto mutual 
recognition can be performed also in transmission and reception of each encryption 
dataand the security of a data distribution system can be raised. 
[01 34] Although it explained in the above having charged to distribution of the license 
for an audition (Step S162)an auditionlt is service aiming at having the license for 
main parts downloadedand since I need to get more users to hear itnot charging to 
distribution of the license for an audition is also possible. 
[0135][Audition] Nextthe audition in Step S20 is explained in detail. In the 
reproduction for an auditionthe controller 1109 of the portable telephone 
100Attached data Dc-inf of the musical piece which performs reproduction is read 
from MEMOKADO 110One new enciphered content data which specifies the block 
which constitutes refreshable field {Del} Kc1 for an audition from a license for an 
auditionand comprises only a specified block is generated virtuallyand this 



enciphered content data generated virtually is decodedand it reproduces. With 
reference to (a) of drawing 3 when enciphered content data {Dc} Kc is the enciphered 
content data 90the data row which checks the block which constitutes the audition 
field 91 ({Del} KcDand comprises only an applicable block is reproduced as one 
musical piece. With reference to (b) of drawing 3 when enciphered content data {Dc} 
Kc is the enciphered content data 93the audition field 94 ({Del} Kc1) is similarly 
reproduced as one musical piece. 

[0136]"Reproduction consent" which reproduction makes license key Kc1 first 
contained in the license for an audition stored in the memory card 1 10 hold to either 
of the two Kc attaching parts 1514-1515 in the contents playback circuit 1550After 
"reproduction consent"license key Kc1 currently held at either of the Kc attaching 
parts 1514-1515 is chosen with the switch 1518and the decoding processing section 
1519 is supplied. The enciphered content data virtually constituted for the audition 
corresponds with field {Del} Kc1 for an audition. Thereforeenciphered content data 
{Del} Kc1 shall express the enciphered content data virtually constituted for the 
audition. 

[01 37]If it does sothe controller 1 109 will read the block which constitutes 
enciphered content data {Del} Kc1 from the memory card 110 according to 
reproduction sequenceand will supply it to the decoding processing section 1519. 
The decoding processing section 1519 the block which constitutes the inputted 
enciphered content data by license key Kct. The plaintext-ized block (block which 
constitutes source data) which constitutes the contents data produced by 
decodingrespectively and decoding enciphered content data {Del} Kc1 is extracted. 
And the decoding processing section 1519 outputs the extracted block to the music 
reproduction section 1520. Based on the data contained in the block supplied from 
the decoding processing section 1519the music reproduction section 1520 carries 
out digital playback of the musicand supplies it to A/D converter 1521. If it does 
soA/D converter 1521 will change contents data into an analog signal from a digital 
signaland will output it to the terminal 1522, And all the blocks which constitute 
enciphered content data {Del} Kc1 are read from the memory card 110 to 
reproduction ordersand after a series of processings are completedthe reproduction 
for an audition is completed. The user can try listening audition field {Del} Kc1 of 
this enciphered content data {Dc] Kc by the head telephone 130 grade connected to 
the terminal 1522, 

[0138]After a series of processings to all the blocks which are the reproductive 
targets were completed at this timeexplained that the reproduction for an audition 
was completedbut. After read-out of all the blocks which are the reproductive 
targets on the assumption that a repetition audition is carried out is completedit is 
also possible to constitute so that it may return and reproduce continuously to the 
block of the head of enciphered content data {Dd} Kc1. In this casea user operates 
the navigational panel 11 1 1the end of an audition points to the end of an audition for 
the controller 1 109and the controller 1 109 constitutes it so that reproduction may 



be ended according to directions. 

[0139]Nextreproduction consentwhich makes license key Kc1 contained in the 
license for an audition hold to either of the two Kc attaching parts 1514-1515 in the 
contents playback circuit 1550 is explained. Drawing 12 is a flow chart for explaining 
operation of "reproduction consent." "Reproduction consent" not only making 
license key Kc1 of the license for an audition hold to either of the Kc attaching 
parts 1514-1515 butlt is also the processing which makes license key Kc2 of the 
license for main parts hold to either of the Kc attaching parts 1514-1515and Kci [ a 
license key ] is written in drawing 12 . The identifier i which distinguishes a license 
key in an audition performs i= 1 and reading **** explanation. License key Kc1 
explains as what is held at the Kc attaching part 1514. 

[0140]If the reproduction motion for an audition is started with reference to drawing 
12a reproduction consent request will be inputted to the portable telephone 100 via 
the navigational panel 1111 from the user of the portable telephone 100 (Step S200). 
If it does sothe controller 1 109 will perform the output requirement of authentication 
data in the contents playback circuit 1550 via bus BS2 (Step S202)and the contents 
playback circuit 1 550 will receive the output requirement of authentication data 
(Step S204). And the authentication data attaching part 1 500 outputs authentication 
data (KPp1//Cpl} KPa (Step S206)and the controller 1 109Authentication data 
{KPp1//Cp1} KPa is inputted into the memory card 1 10 via the memory card 
interface 1 200 (Step S208). 

[014l]When it does sothe memory card 110 receives authentication data 
{KPp1//C P 1} KPaand the decoding processing section 1408Received authentication 
data {KPp1//Cp1} Decoding KPa with the open authentication key KPa held at the 
KPa attaching part 1414 (Step S210) the controller 1420 performs authenticating 
processing from the decoding processing result in the decoding processing section 
1408. That isauthentication data {KPp1//Cp1} KPa performs authenticating 
processing which judges whether it is regular authentication data (Step S212). When 
it is not able to decodeit shifts to Step S260 and reproduction motion is ended. 
When authentication data is able to be decodedthe controller 1420 controls the 
session key generating part 1418and the session key generating part 1418 generates 
session key Ks2 for reproduction sessions (Step S214). And the cipher-processing 
part 1410 outputs {Ks2} Kpl which enciphered session key Ks2 from the session key 
generating part 1418 by open encryption key KPp1 decoded by the decoding 
processing section 1408 to bus BS4. If it does sothe controller 1420 will output (Ks2) 
Kp1 to the memory card interface 1200 via the interface 1424 and the terminal 1426 
(Step S216). The controller 1109 of the portable telephone 100 acquires {Ks2) Kp1 
via the memory card interface 1200. And the controller 1 109 gives {Ks2} Kp1 to the 
decoding processing section 1504 of the contents playback circuit 1550 via bus BS2 
(Step S218)By secret decode key Kp1 which was outputted from the Kp1 attaching 
part 1502 and which is open encryption key KPp1 and a pairthe decoding processing 
section 1504 decodes {Ks2} Kpland outputs session key Ks2 to the cipher- 



processing part 1506 (Step S220). If it does sothe session key generating part 1508 
will generate session key Ks3 for reproduction sessionsand will output session key 
Ks3 to the cipher-processing part 1506 (Step S222). The cipher-processing part 
1506 enciphers session key Ks3 from the session key generating part 1508 by 
session key Ks2 from the decoding processing section 1504and outputs {Ks3} Ks2 
(Step S224)The controller 1109 outputs {Ks3] Ks2 to the memory card 1 10 via bus 
BS2 and the memory card interface 1200 (Step S226). 

[01 42]If it does sothe decoding processing section 1412 of the memory card 1 1 0 will 
input {Ks3} Ks2 via the terminal 1426the interface 1424and bus BS4. The decoding 
processing section 1412 decodes {Ks3} Ks2 by session key Ks2 generated by the 
session key generating part 1418and receives session key Ks3 generated with the 
reproduction terminal 100 (Step S228). 

[0143]The controller 1 109 of the portable telephone 100The entry number in which 
the license is stored is acquired from the license management file of the 
reproduction request song beforehand acquired from the memory card 1 10 (Step 
S230)The output requirement of the entry number acquired to the memory card 1 10 
via the memory card interface 1200 and a license is outputted (Step S232). 
[0144]The controller 1420 of the memory card 1 10 receives an entry number and 
the output requirement of a licenseand acquires the license stored in the field 
specified with the entry number (Step S234). 

[0145]And the controller 1420 checks the access restriction information ACm (Step 
S236X 

[0146]In Step S236by checking the access restriction information ACm which is 
information about the restriction to access of a memoryspecificallyBy checking 
reproduction frequencyit ends reproduction motionin being in a state [ that it is 
already unreproducible ]and it progresses to the following step (Step S240)after 
changing the reproduction frequency of the access restriction information ACm 
(Step S238)when the reproduction frequency of access restriction information has 
restriction. On the other handwhen reproduction is not restricted by the 
reproduction frequency of the access restriction information ACmStep S238 is 
skippedand processing advances to the following step (Step S240)without changing 
the reproduction frequency of the access restriction information ACm. 
[0147]In Step S236when it is judged that it is renewable in the reproduction motion 
concernedlicense key Kc1 of a reproduction request song and the reproduction 
control information ACp which were recorded on the license area 1415A of the 
memory 1415 are outputted on bus BS4 (Step S240). 

[0148]The license key Kc and the reproduction control information ACp which were 
acquired are sent to the enciphering processing part 1406 via the point of contact 
Pf of the change-over switch 1446. The enciphering processing part 1406 enciphers 
license key Kc1 and the reproduction control information ACp which were received 
via the change-over switch 1446 by session key Ks3 received from the decoding 
processing section 1412 via the point of contact Pb of the change-over switch 



1442{Kc1//ACp} Ks3 is outputted to bus BS4 (Step S240). 

[0149]The encryption data outputted to bus BS4 is sent out to the reproduction 
terminal 102 via the interface 1424the terminal 1426and the memory card interface 
1200. 

[0150]In the portable telephone 100the decoding processing section 1510 performs 
decoding processing for encryption data [ Kc// ] {ACp} Ks3 transmitted to bus BS2 
via the memory card interface 1200The license key Kc and the reproduction control 
information ACp are received (Step S242S244). The decoding processing section 
1510 outputs the license key Kc (in this caselicense key KcD to the switch 1511. 
[0151]The decoding processing section 1510 outputs the reproduction control 
information ACp to bus BS2. Via bus BS2the controller 1 109 receives the 
reproduction control information ACpand checks reproductive propriety (Step S246). 
[0152]In Step S246when it is judged by the reproduction control information ACp 
that reproduction is impossibleit points on the switch 151 1 so that the license key 
Kci may be outputted to the terminal 1512and the Kc attaching part 1514 holds the 
license key Kci. 

[01 53]Thusafter license key Kc1 is held at the Kc attaching part 1415 and 
processing of "reproduction consent" is completedenciphered content data {Del} 
Kc1 becomes refreshable. On the other handit branches by Step S21 2S236and 
S246and after license key Kc1 is completed [ that as is held "reproduction consent" 
and ] to the Kc attaching part 1415enciphered content data [Del} Kci is 
unreproducible. 

[01 54]Thereforeit has composition which cannot reproduce the user who does not 
possess a regular license even if it is reproduction of only audition field {Del} Kc1 
which is a part of enciphered content data {Dc] Kc even if. Of courseenciphered 
content data (Dc} Kc may be acquired by a certain meansand the acquired 
enciphered content data {Dc} Kc may be copied. If the license for an audition is 
acquired from the distributing server 1 0it is refreshable in enciphered content data 
{Dc} Kc. 

[0155]Since only the license for an audition is held in an auditionunless the license 
for main parts is acquiredthe block outside the audition field enciphered as decoding 
in license key Kc2i.e.body area {Dc2} Kc2is unreproducible. 

[01 56][Distribution of the license for main parts] Nextdownload of the license for 
main parts in Step S30 is explained in detail. Download of the license for main parts 
is processed like the processing in download of the license for an audition according 
to the flow chart of drawing 10 and drawing 1 1 . In this casesince it is download of 
the license containing license key Kc2the information which shows that it is the 
purchase of the license for main parts is included in the license terms of purchase 
AC. Since reading ****** is good for Kc2 and explanation overlaps the identifier i 
which distinguishes the license key in a flow chart in i= 2 [ Kci ]i.e.a license 
keyexplanation is omitted. 

[0157]Hereeven after acquiring the license for main partsexplained that it 



reproduced using the license for an audition containing license key Kc1 to 
reproduction of enciphered content databut. After using for the license for an 
audition the reproduction frequency restrictions included in the access control 
information ACmfor exampleadding about three number-of-times restrictionsThe 
same service can be providedeven if it distributes gratuitously and distributes 
simultaneously two licensesi.e.the license containing license key Kdand the license 
containing license key Kc2 as a license for main parts. In this casethe portable 
telephone 100 receives distribution of two licenses in Step S30 of drawing 9. That 
isthe flow chart shown in drawing 10 and drawing 1 1 is acquirable by processing 
twice. 

[01 58] [Reproduction] After downloading the license for main parts and storing two 
licenses in the memory card 110 by Step S30the processing which uses two license 
key Kcl and Kc2 and reproduces enciphered content data [Dc} Kc is explained. 
Herein order to explain simplyit explains as that by which license key Kc1 is held at 
the Kc attaching part 1514and license key Kc2 is held at the license attaching part 
1515but it may not be limited to this and may be reverse. 

[0159]With reference to drawing 3t he case where the enciphered content data 90 is 
reproduced is explained. The controller 1109 specifies the block which belongs to 
the field 91 for an audition in the enciphered content data 90and the block belonging 
to the field 92 for main parts with reference to additional information Dc-inf to the 
enciphered content data 90. 

[0160]Nextreproduction consentfor holding license key Kc2 [ required in order to 
reproduce the first block according to reproduction sequence ] to the Kc attaching 
part 1515 is performed according to the flow chart of drawing 1 2 . In this casesince 
reading ****** is [ identifier / i / which distinguishes the license key in the flow 
chart of drawing 12 ] good for Kc2 in i= 2 [ Kci ]i.e.a license keyand it is the same as 
that of "reproduction consent" in audition reproductionexplanation is omitted. 
[0161]Thenchoose the terminal 1517 to the switch 1518and it points so that license 
key Kc2 currently held at the Kc attaching part 1515 may be outputtedThe block 
which constitutes the enciphered content data 90 is read from the memory card 110 
according to reproduction ordersand the decoding processing section 1519 is 
supplied. The controller 1109 supplying the block which constitutes the enciphered 
content data 90 to the decoding processing section 1519 so that reproduction of 
contents data may be performed continuously. Using the idle time of the 
processingreproduction consentwhich makes license key Kc1 which is another 
license key hold to the Kc attaching part 1514 is performedbefore starting supply of 
the block belonging to the field 91 for an audition. Since it is the same as that of 
"reproduction consent" in the case of performing reproduction in an 
auditionreproduction consentto license key Kc1 omits explanation. 
[0162]If it does sothe controller 1 109 will read the block which constitutes the 
enciphered content data 90 from the memory card 1 10It points so that license key 
Kc1 which chooses the terminal 1516 to the switch 1518 and is held at the Kc 



attaching part 1514 may be outputted to the decoding processing section 15l9if 
reproduction orders are supplied and the field 91 for an audition is arrived atThenthe 
block which constitutes the enciphered content data 90 is read from the memory 
card 1 10 according to reproduction ordersand the decoding processing section 1519 
is supplied. 

[0163]And it points so that license key Kc2 which chooses the terminal 1517 to the 
switch 1518 againand is held at the Kc attaching part 1515 may be outputted to the 
decoding processing section 1519if the field 92 for main parts is arrived at 
againThenthe block which constitutes the enciphered content data 90 is read from 
the memory card 1 10 according to reproduction ordersand the decoding processing 
section 1519 is supplied. Supply of all the blocks will terminate reproduction of the 
enciphered content data 90, 

[0164]With reference to drawing 3 the case where the enciphered content data 93 is 
reproduced is explained. In the enciphered content data 93if reproduction orders are 
followedthe field 94 for an audition first reproduced by license key Kc1 exists. 
Thereforereproduction consentwhich makes license key Kc1 hold to the Kc 
attaching part 1514 is performed first. Subsequentlythe controller 1 109 reads the 
block which constitutes the enciphered content data 93 from the memory card 
110and supplies it to reproduction orders at the decoding processing section 1519. 
The controller 1 109 supplying the block which constitutes the enciphered content 
data 93 to the decoding processing section 1519 so that reproduction of contents 
data may be performed continuously. Using the idle time of the 
processingreproduction consentwhich makes license key kc2 which is another 
license key hold to the Kc attaching part 1515 is performedbefore starting supply of 
the block belonging to the field 95 for main parts. 

[0165]It points so that license key Kc2 which chooses the terminal 1517 and is held 
at the Kc attaching part 1514 may be outputted to the decoding processing section 
1519 to the switch 1518if the field 95 for main parts is arrived atThenthe block 
which constitutes the enciphered content data 93 is read from the memory card 1 10 
according to reproduction ordersand the decoding processing section 1519 is 
supplied. Supply of all the blocks will terminate reproduction of the enciphered 
content data 93. 

[0166]The personal computer 50 shown in drawing 1 can acquire only encrypted- 
music-data {Dc} Kc from the distributing server 10 or CD-ROM60and it can also 
store in the memory card 1 10 via the card writer 80. In this casethe download 
processing of the enciphered content data in Step S10 of drawing 9 is omitted. 
[0167]The personal computer 50 shown in drawing 1 The license for an audition 
containing encrypted-music-data {Del} Kc1 for an auditionencrypted-music-data 
{Dc2} Kc2 for main partsand license key Kc1 can be acquired from the distributing 
server 10 or CD-ROM60and it can store in the memory card 1 10 via the card writer 
80. In this casethe personal computer 50 performs Step S10 of drawing 9 and storing 
of the license to the memory card 1 10 which passed the card writer 80 from the 



personal computer 50 is performed according to the flow chart shown in drawing 10 
and drawing 1 1 . In this casethe personal computer 50 achieves the function of the 
distributing server 10 in drawing 10 and drawing 1 l and the portable telephone 100. 
And the user of the portable telephone 100 extracts the memory card 1 10 from the 
card writer 80equips the portable telephone 100and tries listening audition field {Del} 
Kc1 of encrypted-music-data {Dc} Kc according to the flow chart shown in drawing 
12 , Thenlicense key Kc2 for decoding encrypted-music-data [Dc2] Kc2 for main 
parts is downloaded according to the flow chart shown in drawing 10 and drawing 1 1 
from the distributing server 10 with the portable telephone 100 to hear encrypted- 
music-data {Dc} Kc. And the portable telephone 100 reproduces all the encrypted- 
music-data {Dc} Kc(s) using two license key Kcl and Kc2 according to a user's 
reproduction request. Although explained and omittedas for record of acquisition of 
the license for an auditionor the license for an audition to CD-ROM60and read-out 
of the license for an auditionsafety shall be secured from the distributing server 10 
using encoding technology. Howeverit shall not limit for the method here. It is also 
possible for the computer 50 to receive the license for main parts from the 
distributing server 10and to store in the memory card 1 10 via the card writer 80. 
[01 68]Thusthe portable telephone 100 receives two licenses which contain 
encrypted-music-data {Dc} Kc and license key Kcl and Kc2 from various kinds of 
coursesrespectivelyand records them on the memory card 1 10. Thereforewhen the 
user of the portable telephone 100 wishes download in the state where all the 
encrypted-music-data {Dc} Kc(s) are renewableto the memory card 1 10. 
Eventuallytwo licenses which contain encrypted-music-data {Dc} Kc and license key 
Kc1 and Kc2respectively are stored. 

[01 69] Although the case where enciphered content data was the enciphered content 
data which enciphered music data was explained in the aboveDownload of 
enciphered content dataauditionpreviewand reproduction are performed by the 
method mentioned above even if enciphered content data was other reading 
datateaching-materials dataa video dataetc. 

[0170]Since two or more licenses for decoding the enciphered content data divided 
into two or more blocks and the encryption data contained in two or more blocks are 
distributed according to the embodiment of the inventioneach block can be decoded 
and reproduced according to a different license. As a resulta charging cost can be 
set up according to the license distributed. 

[0171]With all the pointsthe embodiment indicated this time is illustration and should 
be considered not to be restrictive. The range of this invention is shown by the 
above-mentioned not explanation but claim of an embodimentand it is meant that all 
the change in a claiman equivalent meaningand within the limits is included. 
[0172] 

[Effect of the Invention]According to this inventionsince two or more licenses for 
decoding the enciphered content data divided into two or more blocks and the 
encryption data contained in two or more blocks are distributedeach block can be 



decoded and reproduced according to a different license. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a schematic diagram which illustrates a data distribution system 
notionatly. 

[Drawing 2] It is a figure showing the characteristicssuch as data for the 
communication in the data distribution system shown in drawing 1 and information. 
[P rawing 3] It is a figure showing the format of enciphered content data. 
[Drawing 4] It is a figure for explaining the generation method of enciphered content 
data. 

[Drawing 5] It is a figure showing the characteristicssuch as data for the 
communication in the data distribution system shown in drawing land information. 
[Drawing 6] It is a schematic block diagram showing the composition of the 
distributing server in the data distribution system shown in drawing 1. 
[Drawing 7] It is a schematic block diagram showing the composition of the portable 
telephone in the data distribution system shown in drawing 1 . 

[Drawing 8] It is a schematic block diagram showing the composition of the memory 
card in the data distribution system shown in drawing 1 . 

[Drawing 9] lt is a flow chart for explaining the entire configuration of the distribution 
operation in the data distribution system shown in drawing 1. 
[Drawing 10] It is the 1 st flow chart for explaining distribution operation of the 
license shown in drawing 9 still in detail. 

[Drawing 11] It is the 2nd flow chart for explaining distribution operation of the 
license shown in drawing 9 still in detail. 

[Drawing 12] lt is a flow chart for explaining read-out of the license key in 
reproduction consent operation in detail. 

[Drawing 13] It is a figure showing another format of enciphered content data. 
[Description of Notations] 

10 A distributing server and 20 A distribution career30 Internet networks50 A 
personal computer60 CD70 USB cables8490939697 enciphered content dataand 81 
Source data82 Block data839192 and 94and 95842844846 encrypted music data 100 
Portable telephonel 10 A memory card and 130 A head telephone302 charge 
databases304 An information database and 307 A menu database and 308 
Distribution recording data base310 A data processing partand 
312320140414081412142215041510 and 1519 Decoding processing section313 An 
authentication key attaching part and 315 A distribution control partand 316-1418 
and 1508 Session key generating part318326328140614101417and 1506 Cipher- 
processing part350 A communication apparatusand 841 and 843845971972 
Encryption data96 1-967 [ A transmission and reception section and 1103 / 



Microphone, ] A fieldl 1 09-1 420 controllersand 1 426-1 5121 51 31 51 61 51 7 and 1 522 A 
terminal and 1101 An antenna and 1102 1104 A/D converters and 1105 An audio 
coding section and 1106 Music reproduction section 11 08 loudspeakersl 1 1 0 display 
panelsl 1 11 navigational panels1200 A memory card interfacea 1400-1500 
authentication-data attaching parti 402 A Kmc attaching parta 1414 KPa attaching 
partand 1415 Memory1415A A license areaa 1415B data areaa 1416 KPmc attaching 
parti 421 Km attaching part and 1424 An interface 1 442-1 446 change-over 
switches1502 Kp1 attaching partand 1520 A music reproduction section 1 107-1 521 
DA convertersa 1514-1515 Kc attaching parti 550 contents playback circuits. 
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[0 049] CCDB#. CD-ROM 6 OlZfHit$*iXl\ 

■J*-K1 1 oic^*:>x*EI***fcft<D»fl§?n 

A!" <fc -p T CD^T <7 *tr 4 J: 5 fwfc o T L> 5 ifr 

[O0 5 0] *fr. CD-ROM60lt Bfr^b**^ 

— £ [Dc] k cO>^A<SBit**ii:i^ B /<— v-j-jua 

>fcfa.— £ 5 Oii. CD-ROM 6 0^e>BS*-fb»*-r 

[Del Kc£SEmi% f Lt, /^vt;m>t D 

7 OS^LTBS^b**^-^ (Dc) KcJ^'J* 

-ki i oizsBirr** fir, 10 

it. ^-h'^^BO^bSM, 8tWSS«iooi= 

««*B*1 0 OCDZL-^li, *»*ttfc 

j*^ll*—Kl 1 or=:E»**ifcllf*4b*»-T— * (D 
fflfc c fci;Kfa^rV l JT2 0^7>L-caE«^-/^1 0-s^ 
[0 05 1] Bl 1 iZTF-f-r—. £E«*>X-ri*lz*Slvc 

it fsmt=i>Tisy^—* [Dcj Kelt 7-r-tr> 

c 1 IZT*»qrill<i:lt*ftt***Lfc««"C** 
Sttt^ia (Del) Kelt. 7«ft>X8K c 
KHHbSJtS*tfc*#tiJ« !Dc2] Kc2<tfrbj$ 
tj, -O(7)0S^b3>T'>^ J r— 5 t LTfcf££*iTl* 
£<, Lf:6<ot, (Mfcfcft 7-ft^8Kc1ftt; 

l=lt Rttffl^-f-fei'Xfc* 7-ft>x8Kc2&tt; 

[0 0 5 2] EflW— /<1 oit **\ «*«IS*H*^ 
LT» B»*1b3>T->^7=— * (Dc} Kct, ^-f-tz 

o^semr^o *lt. +fit ufwmisttM ooc 

Bt#fca>T->^^— S [Dc} K ctf>-SJx&&K& 

ML E«*—/«1 0l=»LT*ttfll7**>X<7>E« 
S*SM1-4o fit, E**-/tl of*. S«Lfc 

[oo53] mftnumi o o^=i>^> 



8Kc 1 fc*ttffl9**>XI=«*ft£K c 2*ffll*T 
(HWka^f^'S'T-' > IDc] K cCD-f^T SrB^T' 

[0054] Hnrttm-rttf, t«Mi9-f-fe> 

^t»W:**«7-ft^t,^-vn3>i;a-> 
— K1 i oi=E«s**ct*-e*ft. *(>9—*y h 

[0 0 5 5] za>J:3lr, U*— K1 1 01*. frfi 

ojimiz&^xm^itmmT— $ (Dei k c , ^-f-t 

>xiK c i S#tKttffl^-f -bi/Xfej:tf5-<4z>x 
SKc 2ttC**ffl7-<4z>xSBit4. 
[0 0 5 6] Hi l=SLfcJt5ft*J*l=telvcft flH» 

^«T?W^pJffit-r*fcAfCi/X^A±ifeRi £*l£<7) 

it wif3(4, awzteit ft^*>x»*E«r*fc 
aftcD^a-efcy. s&i=»2i=i4, aeigL./tL>=i>^> 

[0 0 5 7] **W©*«£o>»»icfcL^rtt. t#(Z. SB 

*£flMS**»*1t #tttt*L<l*««<oa6ttfc 
EHMfc^tfT— 0>t>^««*-c# 

**t « =i >t > ^ t — * co a * * j»ih-r & - <t i= J: o x 

[0 0 5 8] ftfc, i^T(7)»MlCfcl\ri*, EiSiJ— /< 
1 Ofr LT^ua-K'V 

/N c — V7^;U=3 > tf i — ->fr^±l— K7^^*^Lt>* 

fcj=tf7-f-b>x) seis-rsffls* re«j t»t4 

[0 0 5 9] IU2I*. m 1 [:*Lfcf-^£1gv^fi* 
[ooeo] EfflW— /^i ot«KMf- 

■Kc-e«#priiaiii#fta<is**ift. ^ v^^^^- 
^>o kmkdc 1 1*. 7-<t>xaKc 1 wota 

*Rr«S<i:lit*ft3b<JS**ifcK*«J« [D c 1 } Kdt 
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£^xm^mtevs^ittfmz*itz*t*u& !d C 21 

Kc2«bLt1 -D<nn j %\t^ls^-lsVT—'? (Del K 
c^W^^» ^Z/tZsVt— £ D el*, #"*\ Bt#flS 
^+Lf-»&^b=l>7 L >^T : — * (Del Kc <b UTSS^ 
VtSttl OOSf:li/^-Vt;^>ti-$ 5 O^SEil 

cf4. 5-<-tr>^SKc CK c 1 t K c 2 t A*fefiE£) 

7 s —* { D c } KctLTK«f-/^Oj:y«flSS 
«1 ootfcii/^- y-J-jHai/fcfa— # 5 0 <&.□-— *flz 

[006 1] fcfc\ JUTMfc^Ttt, {Y) X£l>5* 

[0 0 6 2] |213 5#ffiUT, 0 4 

jb^^-r-SBS-SMba^^^-T— * (Dc) Kc(D7t 

[Dc] KcjMS****^— HWlbn 
2 {Dc) KcJ4El30> (a) |:^t7t 

9 1 ( (Ddl Kc1) £*#^#9 2 ( { D c 2 ] 
K c 2) tfrt>f£& 0 SHMMS9 1 ( (Dc 1 I Kg 

1) J*. ^<4z>xS8K c i i:<tota§plffitfc^ 0 

^49 2 C {Do 2] Kc2) 14. ^-tr>*SK 
o2CJ:oTaf^fc^ K«i«9 1 ( [Dc 
1 ) K c 1 ) I*. n^HbaV-x^^x— 9 [Dc) Kc 
**S«9 2 ( lDc2) Ke2) *< 

* 9 114, ifl)ft>6«4 B 1 C {Dc 

1} KcD f*. 10fl>««r*1MfcLT«Lfc*<, 

9 2 ( [Dc2| Kc2) tH«l=* 
9 2 C [Dc2] Kc2) [=J:^T$HHS*lfc1i*"C * 

[0 0 6 3] *fc, ■*fc=I>X>^T— * [Del K 
cl4. EI3C3D (b) IC^-T^*— t*v h^t»JSR^TUT 
fc*L\, «*k«f-*9 3tt, KttJH<Mt#1bM 
-7=—^ 9 4 fc*#fflfl>llt#fc**7 s — * 95t^6* 

£ 0 W«©»»{b«f-*9 4tt, ^-f-tr^xStK 

£9 5(4. c 2l-J:ora^RTtg"C& 

S c aftfflCDBf-^lb**^-^ 9 4(4. ltt*jb=l>T-> 

{Dc} K ctBSftH=ft£*LTL*&<i C0># 
ft. |Et®fflCDBt-^ J lb J t^7 r -^9 4l4 fc ffi0M>KPfr 

[0 0 6 4] El 4 fflLT, ■H-fta>T-> 1 Vf ? — > 
{Dc} Kc 8 4(D±Jai»0^-CKWr4o ^S^P^ 
T->^ J r-^^?i&4aBT i — *Dc8 1 **/h»»ftiHtt 

tfc^M/H hfl)IJfiS#t5^D 7^7 B L K 1 , B 
L K 2 , • • •, B LKklZ#9l Lt^D'^f- £ 8 



2$3J$-f& (kl4SS*3&) o i^P7^BLKkA< 
& o fit, ?n*^BLK1, BLK2, 

- • b lk k^^&m^izmmtLx^mt^— 

<Z)&. ?P'^BLK1, BLK2, ■ * BLKk 

cD«-^(z^^yS3fiinLxat^b^> J f>^f : — ^ {d 

c] Kc8 4S^n o -Tft^%* 7B^BLK1 
14, ^#8 4 1 <t. Bg-^Hb^T— £ 8 4 2 . 
^□»^BLK2li, ^^8 4 3 tW-^b^r--? 8 4 
4t*5*y, 7a«y^BLKktt % ^^^845itrt 
^Ib^r— * 8 4 6 <t *^J*<i> 0 ^7?84 1, 8 4 3, 
845I4. h^f-^t*fc L J, -eCD^P^^^BS 

84 1, 8 4 3, 8 4 514. ff&^b^P^^T?**^^ 
roj Sftt?. LfctfoT, S 3 CD^f ftS^b p > > 

[006 5] WIS. El2S#fiaL-C, BEiS-y— /*1 ofr 
£14. Bg*iba>x>^f r — * tic. fft^t=i>T- 
W^f— 'S'l^^-r^^-f *>X«»£1t*L =i 
^f-4rcD*^*(c||ST^1t«fe5lM4-y--/<T<7-t2Xa 
a««^tD¥X'W*i:LT©Mira«SDc- i n f *<BE 

c se-y— /<i oa^(d^-< -b>xst**i#ffi"r*fc 

KTffc&^-Yiz^X I >*1 o 

«**fS«M oo*fci*/<— v^;ua>ezL— * 5 
otow^yisysft, fro. >^u*-ki 1 01- 

J: -3 x *S * *i « 5 -f -h > x (7)«lffi^fi8MKB^ ^? colt 
fg Eft A/ 7 -f > 7, M A A C I = X -3 1 *T ±J3c S +1 

^ -b x i ~# -t h *j is r 3 m f 4 it a fc * t ^ x #j m if 

|Zl4s T^-b^*«J«IffifflACml4>^U^-K^f>CD7 
lzB-r4*JIBflrtBttif36<*4. M**]«9«*ACpl4. 
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£i$j£££*]IE. «*«B»* (»#9-f-tr^x) ftif 

[O 0 6 6] JSia, zi>-r>^ I Dt7^t>X8K c 

1 (i=1, 2) t7-f -fe^^ I Dt7^7tX*jiltta 

ACmJtW^fBWnWBAC P tSflf«, ^-<-tr>x<t 

[0 0 6 7] *fc„ JSl*-Ctt. fS*tMt<£fz#7^-trXflJ 
»**ACm(*W*in»<D*JIHSfftt5*J«1tfliT?fc* 
P*£[e]» ( O : U£3f: 1-254: W^rNIS!** 

2 55 :f1JlSML) . ?^>;*C0^»fc£t;*Sf£#J 

£*8P8 (UTCt i men— K) <Dfr$mm-?& : b&k 
[0 0 6 8] H5[£, m 1 i^^T^-^agffiv^T-AlZ 

[O 0 6 9] 3>T">^»±lHltt. JScfctM^'J*— K 
^l±H*CD^IlBe^«K P p y fccfctf KPmw*<-HvF 
tl|fti+t>tl, ^BgfgKPpyfcil/KPmwl^^ 

>7>^H±BB. 8*Wi'J*- Koaa^tfc* 
ft£fil£#o 0 CtLt><Z>^BB**ilfcJ:lX»ea*«* 

[0 0 7 01 *fc. ai/xl/'VKBB («**S5ttL 

^ 'J K©^7X^^l:S*4ffl«m^ 0 

X&^CDgitttl*<tft£, 

[0 07 1] ZjtL^<7)=3> J f> % >H^Is]H©^5X^BB 
W»«t5*tf9 5^IHB*tt. SSET— ^ iKPpy/ 
/Cpy} K P a^SfC. > U * - K(D£ ^ X^HB 
l**lifecfetf^77 i aEW*l±BlE7 s — * (KPmw// 
Cmw} KPa<D»3ET!, UWWzf 5 — * »*H», fc 



[0 0 7 2] *fc. K 1 1 OftCD^— $r^H 

tl'lSSS^^^BBBt^aKPmc x ttBHBt^8K 
P m c x $ ftfcf 1 - 5! * Wife ft 

ttt-pshl=B*fl!)»M*«KfTip x4<#ftr*. C<D 
> ^ U * - K - fc [zflH ft ^Bt-^S 33 cfc »« flHHI 
S«BLtf!SiJBt»L, ^gaPi^aKPmc x 
4*Mft-*B, »*tt#BKmc x 

[0 0 7 3] ^^'J^-Kn^^^'J^-KPi^f- 

i o. »flf«s«i oo. as*** 

Kl 1 0[ZfcL^T***J|l**a«K s 1 - 
[0 0 7 4] ItiiK s 1-Ks3lt IS«it 

[0075] :Hb£7)t7V3>+-Ks 1-Ks3 

1 f±. /«c<feo-CE«-tr^*>3>rtlzft** 

[007 6] ftfc. ^h7-<^8 0tUSB^-?;i/ 
7 0^Lt/^Vt^a>tfi-Si 5 0£> *'J* — 
K1 1 OtdOBfl>ii«l=*5L^Tf*, EfflhJ— /<1 ot« 

*ms«i o 0CD«fll^/<-v^;u=i>t o ^-^ 5 OfC 

St»7L, >t K-f >^ ^ x— X 1 200S^-K 

8 ofc^ifusB^— ^;U7 oirSt^pettiiJ: 

[0 0 7 7] MSI*, HI 1 fZ^LfcffilS-th— /<1 0<7>fll 

^>f>7 I DWEl«««§»tftfc*«)flMf 
-£^-X3 0 4£. tS«aiS«|(D6-^-^wi:fzn> 

J r>^7 J -*^tf>T^-bXB»lc*-3fcB#flHlftflM» 
7s 3 O 4lZ«&£;Hfc=l> J r>\y^— zl — S« 
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tflMrraEWEB^r— xsosfc* uns^-* 

<<— X 3 0 4. > - ^r— 

^-^307, fcJctfffilfffiH^-^-^SOS^ 

fr£ o ffiSSfl 3 1 ots ii{f«H*^LT, 
Kf3^-V'JT2 0t J f-^ffiSSiS3 1 OkftfAVT— 5 

[0 0 7 8] Bt^b3>t>^f-^ [Dc} Kc^lfl 

Bt^-1t3> J f>^T r — £ (Del Kelt H 
1 3 <D (c) hfrbfifcS, Bt#4ba> 

9 6li. *»<D««9 6 1~96 7^b« 
So *f|«9 6 1«9 6 7il -efrl^ftU 7«<*>Xi 
Kd, Kc2, Kc3, Kc4, Kc5, Kc6, K 

[0 0 7 9] B^b3>f >^f-^ IDcJ KcM 
c} Kelt Ml 3<0 Cd) I-?j;-r^^- — hfrbf* 

So Bt^-ibT 5 — S 9 7f*. #Iffl(D8*9 7 1 b*t*m 

0$I89 7 2 t^&RE4c 9 7 1 f±, T-f 

9 7 2 ft. ^-Y-lr>xi8K c 2lcJ:o-ca^-RT«|-efc 

So (tM©tWB7ii4, eT**fci*y— *«>*^ 

h;i/^6**. Wft3>f>7f-* 9 6, 97 

oD*#i^o^rii, g)7fz^-r=i>^>^S±lBl»i 5 
so^SMlfctfci. 5 20 

[O 0 8 O] f-^ffll»3 1 0Id\ yUBS 1 _L(7DT 
— *\zZCX + f-^«113 3 1 0<DS!]tt 

d6o)BBm*j»S0 3 1st, @2mwjwaJ3 i srz«ws*L 

X. El-b 7 a y !/ 3 K s 1 

5fc^tvva^-Jfi4S3 1 St. /*'J*-K 
^^iM^^-C^tclSljEt7)fc^>CDlS|jEf r — ^ [KPrnw/ 
/Cmwl KP a *«*-r*fcto«>2«a<D^BIIB1iE« 

KPa*«rr*BBE«flM#»3 1 3 4* **«J*-K 
fr&£&:KTSt=EHafcto<DBn'r— * iKPmw/ 
/Cmw) KPatM8l3 50SJ:tf/ttBS1t 
^Ltgltt, 12!Iii«J#Sfl3 1 3fr*><&^§BKH»K 
Pal=J:oTB#«BftfT*3»Ml»3 1 24, E 
fll-b ? va 4lz, t^y3>iKBl4*4t4-b 
y> 3 3 1 6. -b^ V3>+" *£S&3 1 
6 J: y±*4*ifc-fe? va K s 1 *atffll«3 

r&g^bur, /Ubs i ictta**fcto©«#1MM 



«ia*ff s ? 320^ s^to 

[00 8 1] ^— ^«1S«U3 1 0l±„ ibC, IBfgfrJP 
S3 1 5*^-*3L&i|x6T-f-b>^«Kc*ScfctfT^-b 
X«»««ACm£. «^^S|J3 2 0[C e fcoTi#*tl 
tzt^VJl— Krt*wfiJSlJ^|JBBt#aKPmc x [Ccfco 

(zsuBj-rso 

[oo83] a 7 1±. ei 1 f^5F Lfc«»msai 100© 

[0 0 8 4] ««ai5«1 OOlt KfftttSttM OOtf) 

:M 10 14, T^T-^fr^CDte-^SSltT'*— 

ISLTTVt^I 1 0 1 (zi**S/--ttCD£g«Sn 1 0 
2 4S*t B 

[008 5] «*ass«n o or±, *bir % at^mists 

0 3 1 1 0 3A\fe©*J» J r— ^4T^-ny« 
f^bf^ v^;Hf cfjStS A Dt»S 1 1 0 4 

4. AD^jftSl 1 0 4frbtf> ; §^7 ; — ££ffi£<D;£jt 

[0 0 8 6] BSSmiSSl 0 0f*, *&f=* 7>7^"1 

1 0 1 &S<lSn 1 0 2£fl-LTS«LfcflW3« 

106^ WF^^SM 1 0 6frb<D^— ££f < v£ 
JUi-^A^T^-n^g^Sft'rSDASlftlSl 1 0 7 

t-SXtf-* 1 1 0 8tStiL\ 
[0 0 8 7] «*lBt1 0 0f*, £bl=. /UBS 2 

hP-7 1 1 094, ^»fr*<Dffi*£«««H«1 o 

oiz#**fcto©!lH*/<*;M 111^ =i> h p-5 
x^-^st-^coa^/^^u 1 1 1 ofctw. 

[0 0 8 8] 8MBV1 OOlfc £bK. EfflM*— /< 
1 10t, y^'J^J- K 1 1 Ot/UBS 2 ^(DPplCO^r 

X 1 2 0 ottit% 

[00 8 9] ttfflBH OOft JbC, 9 7^11 
6^«KPp 1 J3*tf9 7^BEW«Cp 1 ft^BBBB 

K P a l?tt#*r * Z 4 T? * CD IE Stt ^ BEE * 4 ^Sl I - 
Bg^lbL/nsSSET 1 -* [KPp1//Cp1l KPaS 
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±a»*1 02CD^Xy It, y = 1 "Cfcitti. 

[O0 9 0] »»*IS*1 ooi*, S6I=, ^Xi« 
OHfltfciKp 1 SfifttiKp 50 2 
/^BS2*>^lffc^-2£Kp 1lc£^T«-Sf 

L s j*^«J*— K1 1 0l:*otJI4S*ifc-b9J/a> 

Ks 2£**£«^*&3lSn 504i:Mt% 
[0 09 1] ttffUHH OOfc >=EU*- 
K 1 1 OlzRaSftfc^T'^x— *a>W££fT£5 

r>a^- 50 Si:, BM-fbn >*r->yT— 
^Olt-byC/a^lcSl^^^U* - Kl 1 03^69 
^■b>X8Kc (K c 1 <t K c 2 &fr&fiE4. JUTIr) 

1 5 0 8lzJ:y5fe*fe*Jh,fc*^>a>*- 
Ks3Sfl«4!UMH 5 o 4|zj:-3-C»e>*Lfc-l2^va 
>*-Ka2|:*ot**bL, /^BS 2frtUAf * 

[0 0 9 2] MfBH OOB, *&[^ /UBS2 

5 10fc, 3> hP-71 1 0 9 
SI=J=oTfl»JQ3l»1 5 1 Ofr &tti*l£;tlfc^-l'*te> 

LTKcSJtSM 5 1 ^15 13^1 

T^-f-fc^XSK c 1 , K c 2a>Lv4"4lAHfe^t K off 

[0 0 9 3] Kff«5*1 OOlt * blZ* JiSTl 5 1 
2^^^t:7^-b>XlKc1, Kc20L\ftl 
3fi»^«»-r*K c«»»1 5 1 4<t, Srf 1 5 1 3fr£ 
A**ftfcKc«J#g&1 5 1 4^ftj*r«9W P 4Z>X« 
tltSft^-Y fttfrtu KcfflMM 5 1 

c 2*fiM#-r*Kc«»«M 5 1 5<h£$t;o 
[0094] »fiS«100(t $t>f=, KcftttS 
1 5 1 4*fcltKc«#«1 5 1 5lZ«j#S*l4 2O0> 
7-ft>7aKc1 ( Ke2(Dl\fj|lfr10tHRLt 

a^*ass 1 s i 9^ttS7j-r*^-< vj- i 5 1 s 

to X^VtM 5 1 8 It, KcSftttl 5 1 4^&fl)7 
-<Hz>XS*S!tSi«^1 516t, K cR#«1 5 1 

5*6Q5^f-lz>^«**l+*<l!^ 1 5 1 7tS^fc 0 
fcfc, X-f 1 5 1 8 It, hP-7 1 1 09fr5 
oTBbT 15 16 ^fcltST 15 17 

LT^-f-tr^XSK c 1 *fclt7^-t?>XjBK c 2 

5 i Q^uar** 

[0 0 9 51 «MMMS«1 0 01*, '^BS2 

cfcynt^t^^xv^-r-* tDcj Ketaitr. x 



ItK c 2|Cj:oTBt^b=3>^>^-T— £ {Del Kc 

£«#-r£tt-^s&^Sfl 1 51 9ts-gt 0 susffl^-fHz 
>x©#*/*'j*-Ki 1 oizga«L-c^4»«i- 

It, ^-<-tr>X«Kc 1 l:iT«*W*^««tt»«« 

[0 0 9 6] »**g«1 0 0ft, £*f^ a«ffl9* 

I 5 1 9^bOffl*S9ltta>f^f- **W±-T 

1 5 2 0 , «3KH^A 1 5 2 OOD 

IEjftSl52li:, DASSS1 5 2 1 atUJi&'s? K 

[0097] ftfc, H7i=tet^-cit, jft«reHA/*£tM 

I I Bt»ft =1 > > % V $ £ fl» L X * JB-r - * £. 

[0098] *wasai 1 o 0 (D*«fitg»^co#-b v > 
a :>i:=fcit3>»fEf-o^-cit, aiaif^n— ^-v— h« 
flEffiLTi^fflicss^'r^. 

[0 0 9 9] 0 8 It, H1 iz«-r>*y*— Kl 1 OCD 

[O10 0] gtlclftWL*:^!^ K(D£9 
X^BB8t#«*5«fetf9 J 7X»ffia[#(ii: LT, KPmw 
fccfctfKmw^Sltb^ >^y*— K(D<7^XKW* 

it, m&m™=3Vi&t>£*iz> : bG>tT&* *fc* 

[0101] Lttfot, y*«J*— Kl 1 Olt, BE 
■T— £ [KPm3//Cm3) K P a SftStliSiiEf 
-^SMHOOi:, jt^U*— K^tl-M**l* 
B*a>«»«"C?**«35«J»*a#«Kmc 4*«»"T* 
KmoSWl 402t, £7XW«flHMBKm3*fR 
i«Km«»«!l42 1 < !:, 1@J§IJW?5a^SKmc 4 
(= J: o-C«-^Rr*tt^lHBt#a K P m c 4 K 
PmcSttSl 4 1 6£**fc« 

[0102] zcDcfcdl^. /^'JA- Kfcl^EMl 

fc^-f -ts>x««)*«> ^ y kwc»t+« - 

[0103] > y 7j — k 1 1 oit, *6ir, y^y* 
-hM^7i^xi 2 o oirc^ffl-cis^&as^i 4 2 

6$^LTggf4Y>$7i»X1 4 2 4 

71-X1 42 4tfl)p«a^y»yt4/<xBs 

4 fc, /UBS4|:-<>^7i-X 1 4 2 4^t>^^.t> 
tl4 J r-*3&^, ?W»BttfBKm3SKm8ft« 
14 2 1 fr&WtT, aa«-9— 1 0«<Efl-b^*>3> 

7]-rSa-^ffi3SBl 4 2 2 KPaffiJfSPl 4 1 4*> 
b^SSlSliEaKP a SSltr, /<XBS4|C-^^.^+l^ 
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«^$S^t«iitl^^^XliEB^*S=l> hP-7 1 4 2 

cnr, W^^fc^^x^BBa^K^fcffiaSB 1 4 1 oic 
tti:fc-r£&#^SSn 408i, W^x-f^i 44 2 
iz£orii«fti-#*£*i£Sif-£o-c. mfe^vT 

[0104] >t^ij^,— K 1 1 01*. $ £>fC. fc 
«£tm£<G€--tZ^>a >IZ*3L^T-tz^^>a K s 2 

1 4 1 8 COttl*] Lfc-tz^*>3 K s 2 

*a»fllS»1 4 O 8l::£oT*#£*t<5£ ; 7X^BaB&# 
At K P p ytt<fiKPmwl:J:ot8fiblt/^B 
S 4 izaitt-T 4»*Hbil&«» 1410(t, /UBS4^ 
y-t-y*>3 >*- K s 2|::£oTBf^b£;h.fc J f— 
glfCiz^va 1 4 1 a J: y »fc* 5/ a 

Bg-^ib=3 V"T" >^f- * fl>l5£-t2 ^ > a >CfcL^ > =t 

frmpflNSAc P £. a^ffiian 4i 2-e«s*tfc«i 

O^^EU^— K1 1 0<B«»ttlHM#ftKPmc x (x 
^4) ■C*BS* J lb"r*llf**Ba«Pl 4 1 7t£tt fl 

[0105] >*ya— Ki 1 oit. /^as 

4 JKD^T-* S«JSU^BBie*«K Pm c 4 t^^f/ 

§t*fctt©MM»i 404i, Bt#1b=i> J r>^ 
^r— £ tD o} Kct, B^b^^^T 2 — £ tD 
c] K c 4z>X (Kc, ACp, 

A Cm, 5-<4r>^ I D, =1 ^=r^J ID) ttiJPtt 
$ftDc- i n f t$/UBS 4 J:ySlfC*&*A-r4fc^ 
CO^^U 1 4 1 5<fc£*t,% >^E'J 1 4 1 5 l±. fl&tf 
i*£»«:>=E'JfZj:o-C««**t4o > * y 1 4 1 

5 It. ^-t^HiSM 4 1 5 A<t. 7-$imi 4 1 
5 Bt*^«5o 7<-ll>XfI±^1 4 1 5Alt 
>*tE»**fcfca«*T?ft&p T 5 — S««U 4 1 5 
Bft. »#ft3>T-l/^-T— * (Dc) Kc. fc<£l/&g 
^baVT^^T 5 — ^CDM*01H*D c- i n f £!5i*-f 

sfctoo>««fc**- afe* 41 5 sit, 

[0 10 6] /^E'J K 1 101*. 2 ^fC. /^BS 
4*^LTrt»i:0!)rai? J f— *B£ftfr4lV '^BS 
4£©IHT*»fctt***Sl+^ J**'J*— K1 1 0(D 

8)fE£ »W+ftfcftfl>a > K a— 9 1 4 2 0 **fco 

[0107] 3&fc\ ^>r-tz>xfii*i 4 i s Aft. m$ 

8l4 15Atf-$S«14 15Bitlt 1O0>.*^ 
H4r|C«**ftTlvC**l*. *6>lC, >^E'J1415 



[0 10 8] WLT* 0 1 iz^r^— SElSv*^ Alzfc 
l+S#-lz^>a >0)«lffl=O^TlJMBf 4o 

[0109] [j*ttfflBfi«] n 1 /< i o 

It. **«!5ffl£^LT«?e*iSttM ooi:|»S*ifc 
>=E«J*-K1 1 OlCBfr5Hb**X — * (Del K c. 

•f-tr^xilK c 2£^i:*#ffl^-r^:*£Sfi{l^&» 

<J *J— K 1 1 O^^BWIb**^— * IDc) Kc. ^ 
t>XKc1, K c 2<7)E1tCD±&IW*?F"t^°— ^ 

^-hT?ft»4o **SB«1 oo It. «*fB«i oo 

/*1 o^ltfftMf"* (DcJ Kcfe^^-f^ 

L. E8f-/<1 0^b*M«f-S IDc] Kc 

aiioolt. *«Lfc(HHt*«T— * (Dc) Kcfc 
iz>;*&K c i =7 =E 

ij*— Ki 1 oi-ietrrs Wfy?si o) , *<n 

»»»B«i oo it. zl— tffr&a>K*»*iaBi; 

^*y*— K1 1 ofr bre-SHb**^— £ [Del 
Kc^-s&tfc^aea* [Ddi Kcifcjci;^^ 

-izVX^Kc 1 SrKtiLS L. □>f^MB»1 55 0 
I z ^ L \ T K IS ffl CO ^ -f -b > ^ I - * * *^ 4 ^ -f -b > * M K 
c 1 izboXWamtM^ittrnT—* (Ddl K 

c i &ymte±tf&±?&<, ^lt. jl— tFit. 

tLfcSSt-r— K?K— >1 3 0^LXl*lfttS 

Uf'^S 2 O) a 

[0 110] zl— tflt, tasSLfcWlfe^-Sc&WA** 

-t^r^^. «**is«i ooit. »*mis«*^L-c 
*E«-y— /<i o^itust. sefli-^™/<i oA^^-r-b 

^8Kc 2^#t*i*ffl^'<-ti>^*«1IL.. ^<7>g 

^ y K 1 1 oicsBS-r^ (x-t-^^s 3 o) a 
at, mwas*n ooit. a-wMssf^ct. 

8Kc1. K c 2^>^y ii— K 1 1 OA^gtUiL. a 
>f >7S4[S]K1 5 5 0l:feL^lltfftt*f-* 
(Del Kc5. B&^-ib^^x >7f- ^ (Del Kc 

X»K c 2£m^T«-^fc e fcl*B£-f 
[0111] 1MT. Xf'^S 10, S20, S30CD 

P?fflizoL\rifte^-r4c in i ofc^tfia 1 1 it. m q co 
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>p-K-r*x^^^s 1 o©Blll-oi*TItt91-rft. 
[oi 1 z] Hi ofcfcft^flQg&iifnz. 9!#Sp3*ti 

0 OCDzl— +fH s«if— /<i o(^s*Lra!Sii*^L 

r^*Cfctll»fcLTl^* B 7?P— ^-V— hi- 

fci±£tW-tr>x8K c i (i=1. z) Kdt 

1 i izfcit*^ -fe^xBK c i co i * i = i <tl*e* 

[0113] S1 0£#»SLT, »StS«1 0 0CDJ- 
— «Pfr6»i»/<*;H 1 1 1 ^Lt3>f>7 I D<B 

O) e fit, flMf/<*n<1 1 1 1 *7> LT 1*36/8 <Z>0& 
§ita^f-^ (Dc 1) K c 1 (ft^-f t>XK c 1 £ 

1 0 2) • 0*y. atRLfcBt****Tr-# tDc} 

>xsk c 2fc©Av t^^seffi^-rtvx*^ 

-f-tZ>XC0*£r[C[±. |«*lb=i>T>*;/7=— *<D7^-te 
X*]»1t«ACm. feJ:^iS±*J»ni«ACpt»S'r 
4fc«>(D*fr3b<7-f -tr>Xl»Aft*ACi: LTA*34t 

£o 

[01 14] BlWba^i/^f 5 — *©»A»frACtf 

A*Sft£<t. 3>hP-7 1 1 0 9tt« /^BS2fc 
J;U:^'JA-h^^7i-X1 2oo^^ur>^E 
y 73 — K 1 1 0^!2SE"r— a. £ (^t 
7 ?S104) . *^U*— K1 1 ocD=a> ha— 5 i 

4 2 011 fflT 1 4 2 6. Z7x— X 1 4 2 4&£ 

(7f^?S1 0 6) Q -t Lt. □>hQ"7l 4 20 
/UBS 4S^LTSSjE^-^«^SP1 4 0 Ofr* 
tSSE'r— ^ [KPm3//Cm3l KPa£g*tiiL. 
[KPm3//Cm3l KPaJ/UBS4, 7 

x-x 1 4 2 4&&ifmi-i 4 2 s^^urai^-rs 

(Xt^^S 10 8). 

[0 115] *#«B«1 0 005=11/ hP-7 110 9 
/^y^J— K1 1 Ofr b^lSSE"? — £ [KPm3/ 
/Cm3) KPai:»^t, ^>f>7ID s =>-<-fc> 
x§SA*tt£>x--* AC. fc^tfKliy^x h£iB1f 

■th-/\ i ofzau-csnsrs exx^s no fl 
[oi i e] Efi-y— /<i o-ei** auraem oo^ 

&E«'J ^XX K a>T->^ 1 D. SSE-r— S (KP 
m3//Cm3l KPa, *5<fc tf 1 ? -fe >X»A*frCD 



^r— $AC£S11L (Af'^SI 1 2) „ fr^jUlSff 
3 1 2\Ztil\X*f)Jl— K1 1 0^&U**HfcBiE 
XBASES KP ai?a*«as»fTr4 (XT 

7?S1 14) a 

[O 1 1 7] E««*«3 1 5I±. «-^aSS53 1 2f= 
ft IEJIla)«l»-C*<DiEStttlI 
Wr*fcfc©li»fc*iSLfcBBT— * ftS«Lfcfr5 
^£^WnKIEffl3£fr£5 (^f 7?S1 1 6) 0 

3 1 5li, ^7X^B9Bt#fflKPm3 J3J:^^=>xiiE^ 
tCm3^L, Sit^o fit, *OJB3l Uf 

1 i a) ^»fff jessbbt— 

^Izli, JMtB£U ^^X^BBJ»*«KPm3teJ:tf 
£ 7 XEW* C m 3 £gJl L fcl*TME«-fe ^ v a > 

y-rs exx^^s 164) a 
[oii8] sse<7)s(s*. 1^** 

3££«3 i 6I±. 8E<g{7)fctf>E>-fe';/ va k 
s 1 %±!&+& (Xf^?S 1 1 8) 0 -tr^>3 
KsUl «#9iS»3 1 2|zJ:-3r»&+Lfc/^y * 

— Kl 1 OlcSfS-rS^^X^gSBi^aKPmSfZcfco 

1 2 0) e 

[O 1 1 9] K4IW«P«3 1 5I±. 7>T-ir>x I Dji 
iSL CXt-'>^S 12 2), ^-<-t?>X I Dfc£tfHf-S§* 
ib^Hfc-t:^ va K b 1 li, 7^^>XID// 

[Ksll Km3tLt, AXBS 1 fcJ:tf}HlSfi3 
5 0*^L"C^gPf3tiS^^tlS Uf'^S 1 2 4) o 
[0 12 0] «wmiS«i OO^ 3< ir>X I D/V 
[K s 1 } Km3^S1i-rSt, rj>hP-^1 1 0 9 
f±* ^-<-tr>X I D// (Ks1) Km3£>*UA- 
K 1 1 OdAJj-TS CX^f^^S 126) o f ot^ 

^^EU^- km 1 oi=fc^ri±, 5*^-1 4 2 etej: 

^^7i-X1 424$^Lt, =1> hP-7 1 4 
2 0lt D// { K s 1 } Km3SSIt 

S (XT-^y^S 12 8) o fLt, 3 > h □ — ^ 1 4 2 
0I±, /UBS4S^Lt [Ks1l Km3Satf![li 
«P 1 4 2 2^-^^.. 1 4 2 2lt 1 4 

2 1 l=R|#**i4^^y * — K1 1 0«rffl*«E^7XW 

V3^-K s 1 *a-^L. t7va K s 1 *S 

Wf'^S 132) . 
[01 21] =J > h P — 7 1 4 2 0 li, Kit +r— /< 1 0 

-tr^va^-^Slll 4 1 8 \zft Lt > y 
Kl 1 0^fc^TEiai!lffKl34flc$^xS-lr^v3>^ 

— K s 2CD*m$m^TSo fit, -b^->a>^r-^ 
±g|i1 4 1811 t i r/a >3r — K s Zt:^i~^> (X 
^ y^S 134) 6 
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[O 1 2 2] Bg-SHtfflSgfl 1 4 0 6I4. «J*X*f ^ 1 
4 4 2<3>l*jSPa*^Lra*ffl3MBl 4 22tUW 

4 4 e^SjSSJiI^M^^-tlz^or-^^^^^^ 

7V3^-Ks2, fcJ:tf«9I^MW#BK Pmc 4 
£ 1 OCDx-^Jfc LTHHHbLT* (Ks2//KP 
mc4) Ks 1*/^XBS4|:tKAt5o /<*BS4(= 
U***LfcflNMb-r— * |Ks2//KPmc4] Ks 
1 [£ v /^BS4^b-f 37x— X 1 4 2 4*5J:tf*H 
*1 4 2 6$^Lr«*mtS*»1 0 0l=fcfc*£ft Uf 
51^8 138) , BS»WIS*1 00»6BI*-/<1 0 
|Z2HB**U* Wf-^S 1 40) a 

[O 1 2 3] Ell 1 £#fK?LT. /<1 0(4. 

[Ks2//KPmc4l KslSggU, tt^ffiS 
Sii3 2 OlCfcL^-C-tr^ va>+-K s 1 \z&%QmW±m 

^— Ks 2, fi*tfj«^ , J*— K1 i ofzHWO^BBBt 

^SKPmc 4£gS-f * (XtS/^S 1 4 2) o 

[O 1 2 4] E1f*«]#PS&3 1 5(4, 7s7-vJS 1 1 2 7? 
^#Lfc3>T->^ I D£BSA&^ACf=fto-C^<<-t? 
>XiK c 1 tltif-* ^ 3 O 4fr6«#L (X 
f*;?S144) . Xfv?S1 1 a-caWLfc^-f-fe 

A Cmfi*tf»t«li«A C p SftSti 

5 1 4 6) o 

[O 1 2 5] Elf*«JSPS»3 1 514, *J«Lfc9-f "tz> 
W*«ACm*»#fc«M(3 2 61=**.*. MlbA 

MSP3 2 6I4. a§jai33 2 orc^orw&tLfcy^E 

U*— K1 1 0l=IS©l v SBB*MKPmc4|:cfcot 

//3>-r>^ I D//K c 1 //A Cm//AC p] 
Kmc4SMn (*T*^S 14 8). fit, R 
»ib*&3aiS3 2 8 1*, lt*<b«31»3 2 B 
T — 9 |7^^ID//3>f/;iD//Kc1 
//ACm//ACp) Kmc4S, «^IS320 
fr&<D«try*/3 K s 2r=«fcoTBt*lbU, nt»<b 

£ { {^-<-tr>X I D//3 1 D//Kc 

1//ACm//ACp] Kmc4j Ks2£a5*I~f 
£ & SEmfflWS»3 1 5(4. /UBS 1 fc£t/JHigB3 

f>7lD//Kc1//ACm//ACp] Kmc 

4] ks 2£si*mis«i oo^aats (x^^s 

150) , 

[0 1 2 6] «**K«1 oo(4. JSaSiifcDM-ftT 5 

— 2 [ t>A 1 D//3>f >f I D//K q 1 

//ACm//ACp) Kmc4) Ks2£gffL. 
^BSZSlHt>^U*-Kl 1 olzAfl-TS (Xf 
^S152) . **EU*— K1 1 0[=*5lvCI4* i*^ 



1 42 6fcJ;^>5t7i-X1 424^LT, /<X 
BS4l=^**;ftfcg@^-?£«^«&3lSl1 4 1 2 1 = 

*o-C«#-r*. flHMHMM 4 1 2I4. •bvi'a^ 
— Stat 1 4 1 8A^5>**.^Hfc-tr^ >4~K s 2 
^L\r/UBS 4<0S1St : — S£«^L. /UBS4 

l=ffi*-r* (X^T^S 15 4). 
[0 1 2 7] CCOSKT, /UBS4CI1 KmcSft 

SB 1 4 o 2[z«lf£;K*£&Stt-^iaKmc 4t»«*priB 

ftBB^b7-f-b>X (7^t>XID//3>f>7I 
D//Kc1//ACm//ACp) Kmc 4] A^UU* 

Wf7?S 154) e 
[0 1 2 8] a V 1 4 2 OCDjgjndcfco-C, Bff 

/Kc1//ACm//ACp) Kmc 4li, 

api 4 0 4l:fi^t, «««WiKff)c4|:J:ot 

X I D. I D„ 7«-b^«»««ACmfe^ 

tfSt*Jf»«*ACp) ^SIS^l^ Uf7^S1 5 

6} . 

[0 1 2 9] -^5"f *<fc. J* =E l ) ft — K 1 1 0(0=1 > h 

□—7 1 4 2 0(4, a3ffiLfc^-<-b>X c^-r-k^x I 
D , =l>^>^ I D % 7-r-t?>X®K c 1 . T^"trX*J 

i$HffiACm, fc^^I«JW«AC P ) ^-f -Iz 
>7S81 4 i 5 Af=tMfrT* (X^r^^S 1 6 0) 0 

fir, leis-y— 1 o(=fci\-t, BE*ma^!rftt?ix 

4. rftabft* E«»l»«(3 1 5(4. Il£1«S£IS#7= 
0 2(=ffi»-T* C^T-^3fS 1 6 2) o ft 
C<0*^(DK«B^^^>X<DE«f=»-r*B4« 

**y*«iv fLt, ^**>;*a>E«»)fftt»7-r 

& Uf7?S 164) e 

[0 1 3 o] Bt^b^^-fo^T— £ iOc] Kcl:o 
***^>p-K«ia-e**fc»B«il=tt« 

a. siwaisan oocd=i> hD-7 1 i 09(4. 

Ls Efltl— /\1 0f4. H1h3l/f> tt ;f- £0>E« 
*o *LT* E«-fr— /*1 0 0)Kf*]»S 
3 1 5(4, WS^r-^^-XS 0 4*y, Hg^fc^V-x 
>«;f-> {Dc) Kcfi±tfW*1»«Dc- i n f * 
WILT, Z^libCO^r— *f/^BS 1 fc^t/iSflSH 
3 5 0 StfrLXa3^i"4o 

[0 1 3 1] «*WB«1 0 0(4. (Dc) Kc//D 
c-i n f £»«LT\ Bt^b^>^>^T— * [D 
c} K efe*tfttlBlt«D c- i n f JgSt^c 
-f*£, n>ho-7l 1 06(4. Bt-^-ibaV^fV^T 2 
— £ [Dc| KcfcctyWBfDc-i nf£/UB 

r^^u*— Ki 1 oi=A#-f*o Ki 1 o 

1 4 2 0I4. S^i L t-mmt zils=rlsV 
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T 1 — £ {Del Kcfc£imJn«ffiDc- infS^i 
U141 5<Dt— 4 1 5B|ZgBfrr£ e &fc\ 

[Del Kc0>5*>. ifflD^P V^tiffl>5-f -fe^^B 

g><7> ^ -t? >x £ ^ □ s> <? (D-ttfoflm t #4**1 & a 

[0 13 2] Zto&SlZLX* ^-f ir>*C7>Be«lZfc^ 

xit* ssmtsan ooi=ss***Lfc> : eu*-Ki i 

^HEPt^-gt K P m 3 jb**8!re £ * flES Lfc±-e a 
[0 1 3 3] S^- /Sfi.fctf^y*- 

[0134] ttfe, ±se(=fcL>x, mmm = 5<<-bi'X<D 

Eflri:»LtB4t4i:LtRWLfc4< (Xf^S1 
6 2) . ttttf** *»»7-ft>^t^>P-KLt 

<a l r * l a i ^ 1 1 wire & 5 • 

[0135] [KM 3fc|Z* Zfy^S2 0lCfel+4H 

SMHIBflM o ocDn> ha-7 i i 091*. 

ki 1 ofr^n^iftte^mmftmuT— $dc- \ n 

ftig [D c 1 I Kc 1 £«J£-t£:?n^£*#£U *# 

S3CD (a) S#MLt, ftf-^ft^VT-^y^— £ ID 
c } K c*<Bt^t=l >-r>^-T— £ 9 O-Cfc^*^^ 

l*. RttfflS9 1 ( [Do 1] Kc D £«jdW4:?n 
'^SSIBL* KSri^Pry^^^&HrtcSn*^ 
-?M*-Ofl!)*jlltLtll4« 8 03CD (b) £ 
#8§LT, HHfta ^n-lsV=r— £ {Dc} KctfUt 

9 4 C (Dc 1 ) K c 1 ) %-1Cr>m&t LTS^t 

[0 13 6] W±tt, **\ >^'J*-Kl 1 OlZftSft 

S15 14, 151 5a>c>-r+i*N|-tR#s-&* r»*ff 



1 5C0l^"rtL^iZft^$tLTl^5-<-b>^SiK c 1 £ 
X-Y ^1 5 1 S\ZXm1RLX^L^^mm^ 5 1 9izflt 

7*-* [*K«ffl«« (Dc 1] KcltSEt^ Lfc 
A^t, K*«(c«iBWI^**S*ifclit#fca>T>^ 
7=— £ £, Bg^b3>^r>^7=— 9 (Del) Kelt 

[01 37] totht^ =l>h P — ^ 1 1 O 91*^ 

■J*— Ki 1 o^Bf-^bza^^x-- £ {Del} 

i*. A±iS4tfcW-^^=j>^>^^-^$«i*-r5^p 

iM-ft^l/T^T--* IDc1) KcimitS 

-c. qhwmiii sign *ajLfc:?n^****w 

491 5 2 OlCtti^-t&o «X?¥±fflM 5 2 0I±. 

*ans?i s 1 9j^e>«tifes#i*?p^^i^**i47=- 

2 1^«»t*. ADj8lSf1 52 Hi, 
riVxi^-r— * £^v*;u«#fr*7^P^«#l::3E 
JftLTSR-1 5 2 2^« e fit, BS-^<b=l>'7 t 
^J=r—$ (Del) K c 1 *#jjE-r4*r<D?P^^ 

»3B*<*7Tr*tK*ffl©W4^IIT-r*. i»if(i, 
(■^1 5 2 2l=»ttS*Lfc^^ h**— >1 3 0^|zJ:o 
tc©lS^ta>f>'>f-^ {Dc} KcOK8«« 

[0138] C^)t#, S^^^^t^^^T^^P^ 

-r^tsttwufc^. *yaLK*r*ci:*«r«i:L 

»4©»*ttt4±r05^p^^flr)KUjLA<»7r 

(D^p^^fctifora»SLTS4-r^ c fc9i3«ja'r^ 

»ff/<*;n 1 i 1**#U, KKcDJ^7*=»>hP 

—5 1 1 o 9izjg^u. n ha-7 1109^, mm 
[0139] isffiffi^-f-trv^fz^^tis^-f-t 

>X«Kc 1 S3>f>7»4@»1 5 5 0i^C0 2O<^ 
KcS^Sl 514, 1515^f*lAMC«»*t4 

<Dijf^$itt^r^fcft<07P— h-efe-So 

S^gpi 5 14, 15 1 5a)L^*iAMz«»Sii-*<D^ 

«^sui 514. 151 5«>i^r*i3Wwflti»*i*4«a 
-e**y, ai 2^i±^-r-b>xaiiKc i t«E**u 
xl>4o K»^is^ri*^-f -b^asKjau-rsKW?- 



(16) 



ftMZ O 02-288376 



»Kc1 ISKcS}#§|M 5 1 4(zS^^+t^»t(7>i:Lr 

*;n i 1 i ^LTSiSK'i^x^ hA<8taf*tS«l 

1 0 OlZ>T Ufy?S 2 O O) 0 -^5 
f*£* zi^hP— 71 1 09I2. ;UBS2*j>LT 
tSM^-£tt*^#£^>^>^£EI&1 5 5 0l: 
frftl* (Xf7^S202) . 5 
5 oiiEHE'f— *OttJ**3RSa«-r4 Uf'^S2 
0 4) o fit, KUE^r— £«}#SP1 5 0 Of*. SH^r 

— £ (KPp1//Cp1) KPa£fcfc;tiL {Xt^? 
S 2 O 6) , =l > t- □ — 5 1 1 O 9I±, ^^E'J * — K-f 
>^7i-X1 200*^L-C>=E'J^-hM 1 O 
HEt=— £ (KPp1//Cp1) KPaSAW^) (X 
f^^S208) □ 

[O 1 4 1 ] j^U*— K1 1 Oli. SSE 

t=— ^ [KPp1//Cp1] KPa^SlU 4^0 
IS1 408I1 SSLfciaiiEx-S (KPp1//C 
pi} KPa£. KPa^gfl 4 1 4l=«»**lfc4fc 
MBEfcKPafzJio'CaWL (Xf7^S2 10) . 

zi > hP-7 1420 t±om®:m& 1408 rcfcrtsa 

— ? [KPp1//Cp1l K P a ^JEffiCDSSE^r--^ 

2 12). flHt-eSttfr?*:*** ^f*;?S 2 6 0^ 

□>KD-71 420lt -fe V is B 
1 4 1 8&M«PU t7V3>*-^«1 4 1 S\* % 

(^f'^S 2 14) 0 -f-ur, Bt-^-iasspi 4 1 0 
I*. 4zyi> a 1 4 1 afr*0*v V3 

-Ks2$, a-s^san 4 0 8^if**imw^ 

SKP P 1 izJcoTBS^bLfc (Ks2] Kp 1 £Ax 

8S4^ai^-r^ B *5-rst, n>hn-7i42o 

I*. ^^71-^1 424^^1 42 6^1 
t^^'J^-hVV^^x-XI 200^ {Ks2] K 

p 1 (Xt-^S 2 i 6) 0 85*miSfi|i o 

0CD=l> hn — =5 1 1 0 9 I*, *=E*)-h— KV 
-^ 1 2 00HLT { K s 2 ] K p 1 £B!»f*p * 
Lt, h P — =J 1 109ft IK s 2} K p 1 

XBS2S^Lt3>f>^4@l»1 5 5 0(DatlIl 
191 5 0 A^tL CX-t^^S 2 18), tt-^fflSfli 

1 5 0 4lt Kp 1«J*»1 5 0 2fr&aS***tfc. ^ 
ggSt-^SK P p 1 t$tlZt±~DTl^&W&&^MK P 1 I- 
£oT (Ks2| K p 1 £«-§-L. tr>a>^-K s 

2 SBg-e-i&Jagfl 1 5 0 6^i±i^I-r * (Xf 7?S2 2 
0) . -t^l-^t. t^S/3>*— 50 81*. 



(Xf7?S2 2 2) o BS#S&3SSP1 5 0 6 It, -fe y v 

3 5 O 8^^><D4z^*>a K s 3 £ 
«#fflS»1 5 0 4^b <7}-fc! y V 3 — K s2Uo 
TBTSHtLT (Ks3) Ks2£tii;*jL (Xf 7^S2 
24) , a> hn-7 1 1 0 9 l*„ /<XB S 2*5^1^^ 
^E'J^-hV^^i^^OOj^Lt {Ks3l 
K s 2£> ^E'ja— K 1 1 O^tfi^f^ (Xf 2 
26) 0 

[0142] ^-T^t. >^'J*-K1 1 OCD«^ 
a» 1 4 1 2 14, iS^- 1 4 2 6. 7 x— X 1 4 2 
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28) o 

[0 14 3] KVtBil 0O(J)^>hP-7 110 9 
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[0145] f Lt, 3>hQ-7l 420li, 7?-fe 

^«Btl«ACmt«IBti (Xf7?S 2 3 6) B 
[0 1 4 6] X^fv^S 2 3 6fzfcLXTf4. ^'JOT 

|::iil5£ttft*tS7 U r^-l2X*ipltS«C7)S^[s]»(3 
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±r— K-f >£3>x— X 1 2 o o^LTIS^aiSSM O 2 
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i^ba>f^7f- * 9 0<7)W£jb<»7 

[0 164] ^bl:, B3i#HLt, Bf-^-4b3 >t-> 

ffi 5 i 4i::«l*S-t*5 r^iWKj *ff«E9. 

-e. 3 > hP-7 1 1 0 9 IS. Bt-fiMb 3 >-r>^-r— * 

9 3S«*-r*^P-V** Jt^EU*— K1 1 OfrtoWW* 

HLt, »iiii!c«*ffiaaB 1 5 1 9iztt*s-r* 0 
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t^Srfc47^t^ik c2*KcSSSU1 5 1 

[0 16 5] *<*ffl«l«9 5lrSr*«t. X-f 5 
1 SlzftLT, 1 7**RLTKc«i#«»1 5 

1 4fC«j#*^T^^5-f-tZ>XaK c 2 



1 5 1 9fcaj*T6«*:5l-»;*U 5l#«LvC, B8*lb 

3 >^^y^-9 9 3 *?p ^ £S±Jfii-tt 

ot^^U*-Kl 1 Ofr&«fflLT«#*MHM 5 1 

1b3>T->^x— 9 3(7)H^^*lT^^c 

[0 1 6 6] 01 IZ^tV^— V7^U3>tfzL— £ 5 0tf 
E«U— /<1 0*feliC D - ROM6 OfrfeWftt* 
-7 s — -Si (Del K c(7)^5SZ?#LT. *-K7-f*80 
iJVL"CJ*^ U* — K 1 1 Ofctt3W-T4Ci:*-C**« 
Ctf>*£, 09CDX^^^S1 0lZ^lf^Bt# J (t3>T- 

[0 16 7] Sfc, B1 l-Sr/<— v^i^^tTa.— 9 

5 01** KWBflHB^ft^gBT*-* {Del] Kc1, 
♦ ftHOBHWt**^— ^ (Dc2l Kc2. fccfctf^ 
^-b>XiKc 1 S«fct«ffl7-ft>XSBfll^-/< 
1 0^liCD-ROM60^bBSSLt, *— K9-f 
^80$^LT>^U*-K1 1 Olzlfitt-T^^ tA<T7 

* 5 0*<frftlV /<-Vt^3>bfa->5 0 
fr** — K^fS BOft^Lfcj*^U*— K1 10^0 
iz>^CDft»li, Ell Ofcctl/Bl 1 |-7F-r^P — 
hW£oTfrtt*>*t*. -tf>*&, V-J-JU3 
1/fcfi— £ 5 01*. HI 0*5*1/01 1 dfclf *E1t-tf 
-A1 0t»#*S«1 0 0<Dt*£*fcf fl fit, 

mwsisan o o0i- y=t±. a— K9-f*8o*&> 

Hi 2i:^t7P-fv- hfcfltoTBtWb**^— * 

(Del K c4>RK«tt {Del} K c 1 £SSSrt£o 
■f©*. BS-^fbSaiT*— # (Dc) KcSgSfcUi: 

«»*fS«1 0 0l:*otEl*-Al 0*>t»*f* 
H<DBB#fls»*T— * lDc2] Kc2$«Wfcft 

£D7^-t>xlK c 2*lill 0&J;tfl|l 1 
-f^-hi:ffi7t^>P-K« B *L-C, 

snoot zL—tf&m&mmzmcx. 20^7^ 
^^8Kci, kc 2$mi\xmmt^m7— 9 to 

aafi^— /<i o^&K*ffl7-i r 'b>xoBi#* 

7^>£lCOL^rl±IS^L^^:l^t<7>i:■r*o #f*ffl 
7-f-tz>X*3>tfzL—^ 5 0I=TE«^— /^1 0^e> 
S«LT*— K^-fSfSOS^LT^'ja— K1 1 0 
[cft^-r ft - t RTH6-C i&4 o 

[0168] ccDi^ir. m^mtm 1 ooit 

«»*6lB-iMt**-r— * [Dc} Kc, fc^t/^-f-fcr 

>^BKc1, K c 2 *f ilf iltt20fl)7^t>^ 

t. BlffiSlSttli o o^^L-^7b<et-^1bl L ^T : -'^ tD 
c} k c<o±tSBlt*S«Btfl)ir'^n- Kt* 
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Ib**^— £ [Dc) Kc, fccty^-l'^VXaKc 
1. K c 2£^ft^ft^20<E^iz>Xtfte^$ft 

[Ol 6 9] ±SBfrfcL\TI*. Bf-^^tzi>^>^^— £ 

tf^m?-* *«-sHb t/cBg#iba isTisyi?-* -eft 

[0 17 0] *«flB<7)||Jllfi©»»rcJ:*ltf, *IS(7)^P 

^^ic^»]**L/--B&^b=i>^>^T r — ^ <t. aa©^ 

* ft & 5 -Y 4z > X I z JE C x #4 £ * » £ -C £ 6 o 

[o 1 7 i ] ^Hiiia*ftfcSHfc©»»r*-r-<r<Dj«if 

«^T?*orMB»ttt©-t?l±4i:L^#xeiftft-<#T? 
3S<T**» i »*CD«ai=<fco-C^*ft, ^WSisR^KB 

<t fc * Tsmmn -v r ©jtE*<**ft & 

Z«tj&<«0*ft5„ 

[0 17 2] 

[JgiHOttJK] **Wrc*fttf, WKD7Pv9l:»ll 
^ftfcBt^ba^-T^^T 1 — £ 4tSccD^p^^l3-& 

*ft*»»ibT— **a»rftfc*<Da»«>^-i r -b>^ 

[02] El 1 icsf^t— £»«^X^AJ=tel+4Jl« 
[03] Bt^bP>i l >^-7 = — *<F>-?ir— 

[14] a-fl-fta^T-^^-r— ^©is^asKwt 

[i5] 0 1 fr^-T^— * BE« S^X <r A [:: 

[E16] 0 1 ir^-TT— ^EfSvX^Afrfcf+SES 

[07] 0 1 13^1"^— *E«S/XT-A«=a3l+4BIW 

[08] 0 1 \Z7jki-"r— *KlB^fA|:*jl+S^^ 
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^■J * — K-f 7i- X. 1 4 00, 1 500 SS 
1 40 2 KmcSltS, 1414 K 
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